Installing Certificates

To access Taxpayer Administration Portal, you will need to install RCA, ICA, and Developer Authentication (.pfx)
certificates that you received in the email from the Tax Authority after finishing the registration process.

Guides for installing certificates

Installing Developer authentication certificate
You received the Developer Authentication certificate in an email from the Tax Authority after finishing

the registration process.

Installing RCA and ICA certificates
To install RCA and ICA certificates, follow these steps:

Installing Developer authentication certificate

You received the Developer Authentication certificate in an email from the Tax Authority after finishing the

registration process.

Installing certificates for Windows users

To install the certificate, follow these steps:

1. When you begin the installation process, you need to select a location for the certificate installation. For
the Developer Authentication certificate you need to select Current User.


https://tap.vms.frcs.org.fj/help/view/844399941/Registration-to-Developer-Portal
https://tap.vms.frcs.org.fj/help/view/1034055105/Installing-Developer-authentication-certificate
https://tap.vms.frcs.org.fj/help/view/844399941/Registration-to-Developer-Portal
https://tap.vms.frcs.org.fj/help/view/1034055105/Installing-RCA-and-ICA-certificates
https://tap.vms.frcs.org.fj/help/view/844399941/Registration-to-Developer-Portal

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust sts, and certificate revocation
| sts from your disk to a certificate store. t

A certificate, which &5 ssued by a certfication authonity, 5 a confirmation of your identity
and contains information used %o protect data or to establish seaure network
connections. A cerbficate store is the system area where certficates are kept.
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You can use the Browse option to specify the exact file you want to import (however, the wizard will automatically
select the right certificate file). When you decide, just click Next.

| € & Centificate Import Wizard

File to Import
Specify the file you want to import.

Note: More than one certificate can be stored in a single fie in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS =7 Certficates (.P78)
Migosoft Seriaized Certificate Store (,SST)

2. In the next window, you need to enter the password that you received in the approval email from the Tax
Authority.



€ &* Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[(Jowplay Password

Import options:

[ enabie strong private key protection. You will be prompted every tme the
private key is used by an appication if you enable this option. !

[JMark this key as exportable. This will alow you to back up or transport your
keys at a later tme.

Protect private key using virtualzed-based security(Non-exportable)

B Incude al extended properties.

3. After that, you need to select the store where the certificate will be saved. Select Place all certificates in
the following store and click Browse.

€ &* Certificate Import Wizard

Certificate Store
Certficate stores are system areas where certificates are kept.

\Windows can automatically select a certficate store, or you can spedfy a location for t
the certficate. i

O Automatically select the cersficate store based on the type of certificate
(®) Place al certificates in the following store X
Certficate store:
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In the pop-up box select the Personal store



Select Certificate Store X

Select the certificate store you want to use.

= Personal A
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OK Cancel

Follow the installation wizard to complete the certificate installation.
5.

When everything is finished, you will see the message The import was successful.

Installing certificates for iOS users

To install the certificates, follow these steps:

1. Download the certificates you have received from the Tax Authority.

LNCRCFM7-Develop...
Q | @
3,3KB
w YA
Download All  + Preview All

2. Find your keychain access and open it.
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Keychain Access

3. Once there, proceed to locate the file that you have downloaded.
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4. Drag and drop the file into the keychain access.
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5. Enter your admin password (for your iOS device) and press Modify Keychain.



Keychain Access

Keychain Access is trying to modify the
system keychain.

Enter your password to allow this.
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6. Finally, enter the certificate password you have received by email and your certificates will be installed.
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Installing RCA and ICA certificates

RCA certificate can be downloaded from here:

https://tap.vms.frcs.org.fi//Download/DownloadRcaCertificate

ICA certificate can be downloaded from here:


https://tap.vms.frcs.org.fj//Download/DownloadRcaCertificate

https://tap.vms.frcs.org.fi//Download/DownloadicaCertificate

NOTE:
Alternatively, you can obtain RCA and ICA certificates through your Developer Authentication (.pfx) certificate.
For more information, see Obtaining RCA and ICA Certificates From a PFX Certificate.

To install RCA and ICA certificates, follow these steps:

1. When you begin the installation process, you need to select a location for the certificate installation. For
both RCA and ICA certificates, you need to select Local Machine.
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Installing Certificates — Image of the Welcome to the Certificate Import Wizard page (local machine)

2. During the installation, you will be asked to select under which store a certificate will be installed. Select
Place all certificates in the following store and click the Browse button.


https://tap.vms.frcs.org.fj//Download/DownloadIcaCertificate

€ &* Centificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automaticaly select a certificate store, or you can specfy a location for
the certficate.

O Automatically select the certificate store based on the type of certificate
! (@ Place all certificates in the folowing store
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Installing Certificates — Image of the certificate store

» For RCA certificate - select Trusted Root Certification Authorities

Select Certificate Store X

Select the certificate store you want to use.
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Installing Certificates — Image of the trusted root certification authorities

» For ICA certificate - select Intermediate Certification Authorities



Select Certificate Store X

Select the certificate store you want to use.
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Installing Certificates — Image of the intermediate certification authorities

3. Follow the installation wizard to complete the installation.



