Developer Portal

The Developer Portal is a part of the Taxpayer Administration Portal and is intended for developers to test their
POS and E-SDC devices and apply for accreditation.

General information

By using this portal, developers can:

« Download necessary documentation and applications
« Submit E-SDC checklist for accreditation

Execute E-SDC Tests

Submit a POS checklist for accreditation

Submit POS invoice samples for accreditation

+ Review your product's accreditation status at any time

In this user manual

Registration to Developer Portal
To successfully fill in the accreditation enrollment form, you need to complete the following four steps:

2.
Installing Certificates
To access Taxpayer Administration Portal, you will need to install RCA, ICA and Developer Authentication
(.pfx) certificates that you received in an email from the Tax Authority after finishing the registration
process.

3.

Logging in to Developer Portal

1. After you successfully install the certificates, go to the Taxpayer Administration Portal by opening
https://tap.vms.frcs.org.fi/ on your desktop browser.

Using Developer Portal

1. Log in to the Taxpayer Administration Portal using your certificate.

Registration to Developer Portal

Registration steps


https://tap.vms.frcs.org.fj/help/view/166288015/Taxpayer-Administration-Portal-User-Manual
https://tap.vms.frcs.org.fj/help/view/778787624/Accredited-POS
https://tap.vms.frcs.org.fj/help/view/381926088/Registration-to-Developer-Portal
https://tap.vms.frcs.org.fj/help/view/381926088/Installing-Certificates
https://tap.vms.frcs.org.fj/help/view/381926088/Registration-to-Developer-Portal
https://tap.vms.frcs.org.fj/help/view/381926088/Logging-in-to-Developer-Portal
https://tap.vms.frcs.org.fj/help/view/381926088/Installing-Certificates
https://tap.vms.frcs.org.fj/help/view/778787624/Taxpayer-Administration-Portal
https://tap.vms.frcs.org.fj/
https://tap.vms.frcs.org.fj/help/view/381926088/Using-Developer-Portal

NOTE:

If you are already an accredited developer, you should contact the local Tax Authority for additional developer
certificates. Check how to request additional certificates at Developer Locations.

1. Go to https://tap.vms.frcs.org.fj/ and click on Apply Here
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2. You will land on the Accreditation Enroliment Form page.
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Developer accreditation Enroliment

Accreditation Enrollment Form

Finishing these steps will enroll you for accreditation

Account Information

The Tax Authority accredits the brand, model and specification of each POS or E-SDC supplied by a supplier. This is done to ensure that EFDs for
taxpayers' businesses are operating in accordance with these Regulations.

« "application" means an application for accreditation.
« "applicant” means a supplier or taxpayer who makes an application
To obtain application, please provide following information and submit your request:

To successfully fill in the accreditation enrollment form, you need to complete the following four steps:


https://tap.vms.frcs.org.fj/help/view/1396132764/Developer-locations
https://tap.vms.frcs.org.fj/

Account information

Profile information
Company Details
Personal Details

3. Account and Profile steps are information steps - read them carefully

4. Company details step requires that you insert valid details about your company:

w

No v oA

. Business name — insert your company name

Country — select the country where your company is located

TIN — insert your company TIN (which is unique). If the TIN you inserted is taken, contact the local tax
authorities

Address — physical address of your company

City — the city where your company is located

Country Code — generates a country code for a selected country - not mandatory

Phone Number — company phone number

Accreditation Enrollment Form

Finishing these steps will enroll you for accreditation

3. Company Details

Company

Hint: Make sure information you have provided is correct, otherwise your application could be
rejected.

Business Name* RioSoft

Country” United States of Ame v

Tin® US123443245

Address* 3200 W Solomon Ave.
City* Longmont

Country Code United States of Ame v

Phone Number* +19703467982!

=3

5. Personal details step requires that you insert Personal details of the individual responsible for
accreditation:

© NV A WD =

First name — first name of the responsible individual

Middle name — middle name of the responsible individual - not mandatory

Last name — last name of the responsible individual

Country Code — generates a country code for the selected country - not mandatory
Phone Number — personal phone number

Website — website of the responsible individual - not mandatory

Email Address — email address of the responsible individual

Confirm Email — requires that you retype the email address



Accreditation Enrollment Form

Finishing these steps will enroll you for accreditation

4. Personal Details

Primary Contact

Hint: Make sure to provide the information about the person in charge for main comunication with
TaxCore, otherwise your application will be rejected.

First Name*® Stan

Middle Name

Last Name* Gilmoure

Country Code United States of Americ v

Phone Number*
Website

Email Address* stan.gilmoure@riosoft.com

Confirm Email* stan.gilmoure@riosoft.com

6. Click Finish. On the confirmation pop-up window enter Captcha code and click Yes.

Are you sure you want to submit your data?

Retype the characters from the picture to prove you are not a bot:

BotDetect CAPTCHA ASP.NET Form Validation

Enter captcha code here,

7. After a short period, you will receive a confirmation email, asking you to visit the provided link to
confirm your submission.

NOTE:
The image uses the word TaxCore as a generic, jurisdiction-agnostic term. The email you will receive will have the
name of a specific tax monitoring system.



TaxCore

Dear Tony Adams,
As an authorized person for Boar's Head
TIN (12-3456789).

Please confirm your registration by clicking on the link

https://tap.ft1.test.taxcore.dti.rs/DeveloperRegistration/ConfirmRegistrationEnroliment/e398feaf-4591-42a1-affe-485e593739a5

If you are experiencing technical issues with the Developer Portal, please email to taxcore.support@dti.rs
Kind Regards,

TaxCore Team

8. After you click on the link, you will see the Application Confirmed page.
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TAXPAYER PORTAL

Your Application Has Been Confirmed

You have Successfully submitied developer request for review, upon review completion you will be notified about your status.

9. Next, the Tax Authority officers will start reviewing the data that you provided. If your application has
been rejected, you will receive an email explaining the reason for rejection.

TaxCore

Dear Tony Adams,

Your application has been rejected.

Reason for rejection: You did not provide valid contact information.

If you understand the reason for rejection, you are welcome to submit another application.

However, if you think the rejection was a mistake, or if you have additional questions, please contact our support service: taxcore.support@dti.rs
Kind Regards,

TaxCore Team

10. If your application has been approved, you will receive an email with your developer certificates (RCA,
ICA and Developer Authentication) as attachments. You need to install the certificate before you can use it
to log in to the Developer Portal.
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TaxCore

Dear Adams Tony,
you have been granted access to the Developer Portal.

TIN 12-3456789

Please install the RCA, ICA and PFX certificates provided in this email. Certificates installation guides can be found at:
https://tap.ft1.test.taxcore.dti.rs/

PFX certificate details

uiD Password Pac

AB4XBABT CZFAPAE2 JXNR7Q

Make sure you save this email for later reference to your PFX certificate details.

If you have questions or need any help, please email our support service: taxcore.support@dtirs

Kind Regards,

TaxCore Team

Certificate renewal

When your developer authentication certificate enters the predefined expiration period, you will automatically
receive a new certificate via email. You will still be able to use your current certificate until it officially expires.



TaxCore Messaging Service <taxcore@dti.rs> @ a &« -~
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FRCS

Dear Marija Djukic

Your developer certificate 5SP2G7J6W (PFX) expires in 15 days. A new certificate has been automatically issued. See below for more information.

Please install the RCA, ICA and PFX certificates provided in this email. Certificates installation guides can be found at: https://tap ft8.test.taxcore.dtirs/
PFX certificate details:

« UID: V3E2XUDW
* Password: 7T3XR89F
* PAC: 9CFAMD

Make sure you save this email for later reference to your PFX certificate details.
If you have questions or need any help, please email our support service: EFDCompliance@frcs.org.fj
Kind Regards,

FRCS

Read more

1. Issues With Smart Card, Certificate or PIN and PAC
To receive a new smart card, follow these steps:

Related articles

« Installing certificates

Issues With Smart Card, Certificate or PIN and PAC

In case your Smart Card has been lost or stolen

To receive a new smart card, follow these steps:

« you need to log into the Taxpayer Administration Portal and request the revocation of the certificate on
the lost/stolen smart card

* next, you need to request a new additional certificate

« if the request is approved, you will receive a new smart card

In case the privacy of your PIN (smart card) or PAC (digital file
certificate) has been compromised

Use the Developer Authentication Certificate to log into the Taxpayer Administration Portal and request the


https://tap.vms.frcs.org.fj/help/view/1618295103/Issues-With-Smart-Card,-Certificate-or-PIN-and-PAC
https://tap.vms.frcs.org.fj/help/view/381926088/Installing-Certificates

revocation of the certificate which was compromised.
Depending on the type of secure element, one of the two processes will be initiated:

* In the case of Developer Authentication Certificate:
o the tax authority will initiate a new registration process during which you will receive a new

Developer Authentication Certificate
o the old Developer Authentication Certificate will automatically be revoked

« In the case of an additional developer certificate:
o you need to request a new additional certificate
o if the request is approved, you will receive a new smart card or digital file certificate

In case you forgot your PIN (smart card) or PAC (digital file certificate)

Depending on the type of secure element, one of the two processes will be initiated:

* In the case of Developer Authentication Certificate:
o contact the tax authority and request issuing of a new Developer Authentication Certificate
o the tax authority will initiate a new registration process during which you will receive a new

Developer Authentication Certificate
o the old Developer Authentication Certificate will automatically be revoked

« In the case of an additional developer certificate:
o you need to log into the Taxpayer Administration Portal and request the revocation of the

certificate whose PIN/PAC you forgot
o next, you need to request a new additional certificate
o if the request is approved, you will receive a new smart card to digital file certificate

In case the certificate on your smart card has expired

Inform Fiji Revenue And Customs Services immediately and send the request for issuing of another one through
the Taxpayer Administration Portal.

Installing Certificates

To access Taxpayer Administration Portal, you will need to install RCA, ICA and Developer Authentication (.pfx)
certificates that you received in an email from the Tax Authority after finishing the registration process.

Guides for installing certificates

Installing Developer authentication certificate

You received the Developer authentication certificate in an email from the Tax Authority after finishing the
registration process.

Installing RCA and ICA certificates
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To install RCA and ICA certificates, follow these steps:

Installing Developer authentication certificate

You received the Developer authentication certificate in an email from the Tax Authority after finishing the
registration process.

Installing certificates for Windows users

To install the certificate, follow these steps:

1. When you begin the installation process, you need to select a location for the certificate installation. For
the Developer Authentication certificate you need to select Current User.

| X
* Certificate Import Wizard
Welcome to the Certificate Import Wizard
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This wizard helps you copy certificates, certificate trust ksts, and certificate revocation
{ ksts from your disk to a certificate store, t
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You can use the Browse option to specify the exact file you want to import (however, the wizard will automatically
select the right certificate file). When you decide, just click Next.


https://tap.vms.frcs.org.fj/help/view/596764964/Installing-RCA-and-ICA-certificates
https://tap.vms.frcs.org.fj/help/view/381926088/Registration-to-Developer-Portal

- €& &* Certfficate Import Wizard

i
|
File to Import
Specify the file you want to import.
File name: |
l ko 'Downloads \VZZFPOR S-Developer AuthenticationCer tificate. . pfx ] [ Browse...
Note: More than one certificate can be stored in a single fie in the following formats:
1
Personal Information Exchange- PKCS £12 (\PFX,.P12) {
Cryptographic Message Syntax Standard- PKCS =7 Cerbficates (.P78)
Micosoft Serisized Certificate Store (,SST)
H
4

[ Net | Cance

2. In the next window, you need to enter the password that you received in the approval email from the Tax
Authority.



€ &* Certificate Import Wizard

Private key protection
To mantain security, the private key was protected with a password.

Type the password for the private key.

Password:

([ Display Password

Import options: |

[CJEnable strong private key protection. You will be prompted every tme the
private key is used by an application if you enable this option. !

[CIMark this key as exportable. This wil alow you to back up or transport your
keys at 8 later tme.

Protect private key using virtualzed-based security(Non-expor table)

[ Incude al extended properties,

3. After that, you need to select the store where the certificate will be saved. Select Place all certificates in
the following store and click Browse.



& ¥ Centificate Import Wizard

! Certificate Store
! Certficate stores are system areas where certificates are kept.

Windows can automatically select a certficate store, or you can specify a location for
the certficate.

O Automatically selact the cartificate store based on the type of certificate
(@) Place al certificates in the following store

Certficate store:

[ Net ] cancel

In the pop-up box select the Personal store

Ta TN



Select Certificate Store

Select the certificate store you want to use.

ed

| Trusted Root Certification Authorities

ed

Personal

Enterprise Trust
Intermediate Certification Authorities
Trusted Publishers

O Intrieted Cartificates

< >
Show physical stores
| OK Cancel
4,
Follow the installation wizard to complete the certificate installation.
5.

When everything is finished, you will see the message The import was successful.

CALESA

Certificate Import Wizard X

0 The import was successful.

OK

Installing certificates for iOS users

To install the certificate, follow these steps:

1. Download the certificates you have received from the Tax Authority.
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2. Find your keychain access and open it.

W

Keychain Access

3. Once there, proceed to locate the file that you have downloaded.

{ > Downloads =3 v O O Q
Name Size Kind Date Added v
@ LNCRCFM7-DeveloperA...enticationCertificate.pfx 3 KB person...nge file Today at 09:39

4. Drag and drop the file into the keychain access.
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Custom Keychains
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5. Enter your admin password (for your iOS device) and press Modify Keychain.

‘ DTI

Keychain Access

Keychain Access is trying to modify the

system keychain.

. Enter your password to allow this.

Password

@ LNCRCFM7-DeveloperA...enticationCertificate.pfx

1l
<>

v

Kind

3 KB person...nge file

6. Finally, enter the certificate password you have received by email and your certificates will be installed.

M <
Date .

Toda
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Password: K eeeeeees| Beiop.

cancel (D
R(

v New Ticket S.. 117.23. —
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Installing RCA and ICA certificates

RCA certificate can be downloaded here: https://tap.vms.frcs.org.fi//Download/DownloadRcaCertificate

ICA certificate can be downloaded here: https://tap.vms.frcs.ora.fi//Downl Downl | rtifi

NOTE:

Alternatively, you can obtain RCA and ICA certificates through your Developer Authentication (.pfx) certificate.
For more information, see Obtaining RCA and ICA Certificates From a PFX Certificate.

To install RCA and ICA certificates, follow these steps:

1. When you begin the installation process, you need to select a location for the certificate installation. For
both RCA and ICA certificates you need to select Local Machine.


https://tap.vms.frcs.org.fj//Download/DownloadRcaCertificate
https://tap.vms.frcs.org.fj//Download/DownloadIcaCertificate
https://tap.vms.frcs.org.fj/help/view/412600947/Obtaining-RCA-and-ICA-Certificates-From-a-PFX-Certificate

& Certificate Import Wizard

Welcome to the Certificate Import Wizard

¥
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Installing Certificates — Image of the Welcome to the Certificate Import Wizard page (local machine)

2. During the installation, you will be asked to select under which store a certificate will be installed. Select
Place all certificates in the following store and click the Browse button.



€& ¢ Centificate Import Wizard

: Certificate Store
Certficate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specfy a locaton for

the cerbficate.
i O Automatically select the certificate store based on the type of certificate
! (@) Place all certificates in the followng store
Certficate store:
1 [ Browse...

.

Installing Certificates — Image of the certificate store

» For RCA certificate - select Trusted Root Certification Authorities



Select Certificate Store

Select the certificate store you want to use,

| Personal

-3
;j Enterprise Trust

:j Intermediate Certification Authorities

-+{ | Trusted Publishers
el L Iintrnieted Certifirates

Show physical stores

| ok | cancel

Installing Certificates — Image of the trusted root certification authorities

» For ICA certificate - select Intermediate Certification Authorities



Select Certificate Store X

Select the certificate store you want to use,

r | Personal A
----- | Trusted Root Certification Authorities

d

... | Enterprise Trust

ed

----- Bl Intermediate Certification Authorities

- Trusted Publishers

ol Lintricted Certifiratec v
< >
£
Show physical stores "
| OK Cancel ]

1

Installing Certificates — Image of the intermediate certification authorities

3. Follow the installation wizard to complete the installation.

Logging in to Developer Portal

1. After you successfully install the certificates, go to the Taxpayer Administration Portal by opening
https://tap.vms.frcs.org.fi/ on your desktop browser.

NOTE:
Don't be concerned about the portal name in the above step. Developer Portal is accessed via the Taxpayer
Administration Portal on the sandbox environment.


https://tap.vms.frcs.org.fj/help/view/381926088/Installing-Certificates
https://tap.vms.frcs.org.fj/help/view/778787624/Taxpayer-Administration-Portal
https://tap.vms.frcs.org.fj/

TAXCORE ©Hop 4 Login

TAXPAYER PORTAL

Welcome to Taxpayer Administration Portal

Dear Visitor,

This portal is intended for authorised users only.

Suggestions:
* After you finish using the portal, close your browser completely (both normal and incognito mode) and remove the smart card from the reader
* Use browser in incognito mode

+ Don't open Taxpayer Administration Portal in multiple tabs

It you are an Authorised Person of the Taxpayer, please go to the and authenticate using digital certificate received from the TaxCore

Log off automatically after:

e
u)
You will be logged off after 1 hour of inactivity.

This is intended to protect your account from unauthorized access while you are away!

If you seek additional information about TaxCore please visit TaxCore Web Site.

Logging in to Developer Portal — Image of the taxpayer administration portal page

2. When you click Login, a dialog box will pop up, asking you to select a certificate. From the list, choose the
certificate displaying your business name in the Subject column and VMS ICA in the Issuer column, and
click OK.

NOTE:
This document uses the name TaxCore ICA as a generic jurisdiction-agnostic example. Your certificate will have
the name of your jurisdiction in the /ssuer column.

Ilimage.png?hash=381926088](/.attachments/image-4525062a-2e59-48e9-9690-
48b83bf0e49c.png?hash=381926088)

Logging in to Developer Portal — Image showing that a certificate needs to be selected to authenticate yourself

3. You will be logged in automatically.

TAXCORE @A Dashboard @ Developer Portal ~ B8 Administration v B Invoices v & Local Audit > B Web Invoicing © Help ~ @ Logoff

TAXPAYER PORTAL BS English (United States) v

Server Time: 02/09/2021 23:30:46

BeezOn Tech (TIN: 234876990)

Welcome to TaxCore Taxpayer Portal

TaxCore provides end-to-end solution for Tax Authorities for ensuring tax compliance, invoice issuing, digital signing and verification.


https://tap.vms.frcs.org.fj/help/view/381926088/Registration-to-Developer-Portal

Logging in to Developer Portal — Image of the TaxCore taxpayer portal page once you are logged in

Using Developer Portal

Accessing Developer Portal

1. Log in to the Taxpayer Administration Portal using your certificate.

NOTE:

If you are not sure how to log into the Taxpayer Administration Portal, see Logging into Developer Portal.

On the top navigation bar, there will be a section Developer Portal.

TAXCORE

TAXPAYER PORTAL

BeezOn Tech (TIN: 234876990)
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Welcome to TaxCore Taxpayer Portal

TaxCore provides end-to-end solution for Tax Authorities for ensuring tax compliance, invoice issuing, digital signing and verification

Select Overview from the dropdown menu

TAXCORE

TAXPAYER PORTAL

A Dashboard rtal v B5 Administration ¥ B Invoices ~

© Overview
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‘A’ DevESDC

= My Accreditations
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A new page will open displaying Developer Portal features.

A Dashboard @ Developer Portal ~ B9 Administration ¥ B Invoices ¥ 2 Local Audit ¥ &E Web Invoicing

Developer Portal

@® Overview / 3, Resources / “A’DevESDC / = My Accreditations

© Logoff

== English (United States) ¥
Server Time: 02109/2021 23:36:56

Welcome to TaxCore Developer Portal
Home to POS and SDC Accreditation.

To request additional developer certificates visit Developer locations

New developers

As POS Developer

« Start Accreditation process by:
Submiting POS Self-Assessment checklist.

Using Developer Portal

Existing developers

As POS Developer

+ Start Reaccreditation process by
Submiting new POS Self-Assessment checklist


https://tap.vms.frcs.org.fj/help/view/381926088/Logging-in-to-Developer-Portal

Overview

The Overview page summarizes actions that you can perform on the Developer Portal, both as an existing

developer and as a new developer, both as a POS developer and an E-SDC developer.

Resources
To access the Resources section, click on Resources on the homepage.

Developer locations

Developer locations section enables you to:

Sections Invoices, Local Audit, Web Invoicing and Notifications

Using sections Invoices, Local Audit, Web Invoicing and Notifications is described in detail in the user

documentation for Taxpayer Administration Portal. Please refer to the following articles:

My Accreditations
To access this section click on My Accreditations on the Developer Portal homepage.

Overview

The Overview page summarizes actions that you can perform on the Developer Portal, both as an existing
developer and as a new developer, both as a POS developer and an E-SDC developer.

# Dashboard & Developer Portal ~ BB Administration ¥ B Invoices ~ X, Local Audit ~ KX Web Invoicing @ Logoff & English (United States) ¥

Server Time: 02009/2021 23:39:58

Developer Portal

& Overview / & Resources ! ‘A’ DevESOC I = My Accreditations
Welcome to TaxCore Developer Portal
Home to POS and SDC Accreditation.
To request additional developer certificates visit Developer locations
New developers Existing developers

As POS Developer As POS Developer

« Slan Res

Submiting nexw
As SDC Developer

- Stan

It also offers additional links:


https://tap.vms.frcs.org.fj/help/view/1396132764/Overview
https://tap.vms.frcs.org.fj/help/view/1396132764/Resources
https://tap.vms.frcs.org.fj/help/view/1396132764/Developer-locations
https://tap.vms.frcs.org.fj/help/view/1396132764/Sections-Invoices,-Local-Audit,-Web-Invoicing-and-Notifications
https://tap.vms.frcs.org.fj/help/view/1396132764/My-Accreditations

« the link to the Developer locations page where you can request additional developer certificates
« the link to the Resources page where you can find all the necessary applications and documentation
« the link to the TaxCore Support where you can get answers to all your questions and doubts

Welcome to TaxCore Developer Portal
Home to POS and SDC Accreditation.

To request additional developer certificates visit Developer locations

New developers Existing developers
As POS Developer As POS Developer
« Start Accreditation process by: « Start Reaccreditation process by
Submiting POS Self-Assessment checklist Submiting new POS Self-Assessment checklist
Submiting POS Samples. Submiting new POS Samples

As SDC Developer

« Slart Reaccreditation process by:

Submiting new SDC Self-Assessment checklist

As SDC Developer

« Start Accreditation process by

Submiting SDC Self-Assessment checklist

Submiting new SDC Test Samples
Submiting SDC Test Samples

« Help links
All available resources can be found on Resources
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Resources

To access the Resources section, click on Resources on the homepage.

# Dashboard & Developer Portal ~ B3 Administration v B Invoices ~ X Local Audit ~ KX Web Invoicing ® Logoff

Developer Portal

& Overview /] & Resources |/ "A’Dev ESDC / = My Accreditations

On the Resources page, you can find links for applications (SDC Analyzer Win App and VSDC Request submitter)
and documentation to assist your development and testing process.


https://tap.vms.frcs.org.fj/help/view/1396132764/Developer-locations
https://tap.vms.frcs.org.fj/help/view/1396132764/Resources
https://www.dti.rs/support/open.php
https://tap.vms.frcs.org.fj/help/view/1557213754/SDC-Analyzer-Win-App
https://tap.vms.frcs.org.fj/help/view/2058473302/VSDC-Request-submitter

All documentation links will take to the most up-to-date user documentation published through the Help Viewer.
You can also use the Help Viewer to search for any other useful information.

Welcome to Resources Page

Here you can find all available resources to help you with accreditation

|
+—- B Applications

=3 SDC Analyzer WinApp
e &8 VSDC Request submiter

- =3 SE Signinvoice

4 &= Documentation
|

= 1§ Developer Portal Tutorial

i General information for vendors
!
= B Technical instructions for POS Vendors

epesmte  semes

Technical instructions for ESDC Vendors
- Dev ESDC tutorial
I VSDCRequest submitter tutorial

SDCAnalyzer Tutorial

Resources per vendor type

POS Developers Apps
This section describes the Developer Portal applications which are used by POS developers.

ESDC Developers Apps

This section describes the Developer Portal applications which are used by E-SDC developers.


https://tap.vms.frcs.org.fj/help/view/479458528/POS-Developers-Apps
https://tap.vms.frcs.org.fj/help/view/479458528/ESDC-Developers-Apps

POS Developers Apps

This section describes the Developer Portal applications which are used by POS developers.

Dev ESDC
Development ESDC is a software version of ESDC and it is used by POS developers. Dev-ESDC is built
according to the latest technical specification for ESDC devices and is used to develop, test and accredit

invoicing solutions.

VSDC Request submitter
VSDC Request submitter is a basic V-SDC signing app, created with the intention of helping POS

developers to integrate with the VMS system.

Dev-ESDC

Development ESDC is a software version of ESDC and it is used by POS developers. Dev-ESDC is built according to
the latest technical specification for ESDC devices and is used to develop, test and accredit invoicing solutions.

It simulates the operation of an ESDC on a local network in the production environment, so vendors can upgrade
their applications or devices without obtaining any physical device or smart card.

Development ESDC is also used during the accreditation process to check whether an invoicing system is
functional.

Accessing and using Dev-ESDC

1. When you open the Dev-ESDC page you will see the list of all of your ESDC instances, depending on how
many Developer certificates you were issued. Your secure access contains URL, along with a token (as a
part of the URL), UID of your developer certificate and PIN of your admin/developer card:


https://tap.vms.frcs.org.fj/help/view/2058473302/Dev%2DESDC
https://tap.vms.frcs.org.fj/help/view/2058473302/VSDC-Request-submitter

Developer Portal

@ Overview / X Resources / “A'Dev ESDC / = My Accreditations

Your px D ESDC i

NOTE: Five invalid PIN inputs will lock card.

List of ESDC Instances

Token URL PIN uip Card Inserted  PIN Counter  Date Activated Action

6e136339-27a1-4366-2260- 83 http:// ft1.test taxcore.dti.rs/6e136339-27a1-4366-a260-ccaa5ccad383/api 7478 KE27S68E &0 31/07/2020 01:20:35

Reset Pin Counter

To start using to one of the ESDC instances, click on the button Insert Card
3.

Card status will change, and the ticked checkbox will show this change:

List of ESDC Instances

Token URL PIN uip Card Inserted | PIN Counter  Date Activated Action

6e136339-27a1-4366-a260-ccaa5cca9383 htp://devesdc.ft1.test.taxcore.dti.rs/6e136339-27a1-4366-a260-ccaa5ccad383/api 7478 KE27S68E &0 31/07/2020 01:20:35

Reset Pin Counter

4. Copy the URL into Postman, Swagger or your POS, followed by the command for verifying PIN, for
example:

http://devesdc.ft1.test.taxcore.dti.rs/6e136339-27a1-4366-a260-ccaa5cca9383/api/v3/pin

After you verify your PIN, you can continue with the testing by calling other commands from Technical
Instructions for POS Developers

If you accidentally input a wrong PIN more than 5 times, your ESDC instance will get blocked. This also
simulates real smart card behavior, in case you wish to implement support for this case. To verify the
number of incorrect PIN inputs, check the PIN counter

List of ESDC Instances

Token URL PIN uiD Card Inserted | PIN Counter | Date Activated Action

6e136339-27a1-4366-a260-ccaa5ccad383 http://devesdc.ft1.test taxcore.dti.rs/6e136339-27a1-4366-a260-ccaabecad383/api 7478 KE27S68E &0 31/07/2020 01:20:35

To reset the PIN counter for your card, click on the button Reset PIN Counter
8.

To simulate the behavior of smart card removal, click the button Remove Card


http://devesdc.ft1.test.taxcore.dti.rs/6e136339-27a1-4366-a260-ccaa5cca9383/api/v3/pin
https://tap.vms.frcs.org.fj/help/view/1041618483/Protocols

VSDC Request submitter

VSDC Request submitter is a basic V-SDC signing app, created with the intention of helping POS developers to
integrate with the VMS system.

This mini-app is used to send an invoice request in order to get a signature from the V-SDC system.

To use it, you need to install all the certificates from the registration approval email that you received from VMS.

Accessing VSDC Request submitter

To access the VSDC Request submitter, do the following:

click on Resources.

Double-click on Applications.
3.

VSDC Request submitter will appear in the drop-down menu.

Developer Portal

erview / & Resources / “A’Dev ESD(

Welcome to Resources Page

Here you can find all available resources to help you with accreditation

i Applications
288 SDC Analyzer WinApp

5@ VSDC Request submiter =~ Smmmm—

Documentation

Using VSDC Request submitter

When you click on VSDC Request submitter in Resources menu, a GitHub page will open.

When the new page opens, you can download or copy the code by clicking on Code.



i DTIBeograd / VSDCRequestSubmitter

<> Code © Issues 11 Pull requests ® Actions

E

[ Projects @ Security |22 Insights

Join GitHub today
GitHub is home to over 50 million developers working together to host and review code,
manage projects, and build software together.

¥ master ~ P 2branches © 0tage Go to file
"y DTiBeograd Merge pull request #1 from DTIBeograd/add-license-1 'w: Clone with HTTPS
Use Git or checkout with SVN using the web URL.
I VSDCRequestSubmitter Fixed VSDCTargetAddress setting mame  peep.: //eithub. con/DTI800grad/VsOCRequ [
O gitattributes Add gitignore and .gitattributes.
+ o) e
B .gitignore Add gitignore and gitattributes. G Open with GitHub Desktop
[ LKENSE Create LICENSE M Download ZIP
3 READMEmd Update README md 16 months ago
@ VSDCRequestSubmitter.sin Initial Push 16 months ago

@ Watch 0 7 Star

About

Basic VSDC invoice sign submitting
app, created with intention to help POS
developers to integrate with TaxCore
system

[0 Readme

& MIT License

Releases

No releases published

0 Yok 1

To submit a request, you will need to replace the values for VSDC Target Address and PFX certificate name and to
enter the PAC for authenticating your certificate.

a5 VSDC Request Submitter

VSDC Target Address

REPLACE WITH VSDC URL

Certificate Name (Subject CN):

REPLACE WITH POS PFX Certificate Name (Subject CN)

Request:

"DateAnd TimeOfIssue": null,
"Cashier": null,

"Buyerld": null,
"BuyerCostCenterld": null,
"Invoice Type": 0,
"Transaction Type": 0,

Accept-Language

default

Requestid:

REPLACE WITH PAC

«_

For VSDC Target Address use: https://vsdc.vms.frcs.org.fj/

Submitt

You can find the certificate PAC in the registration approval email that you received from VMS

PFX certificate name can be seen in the Subject section of the PFX certificate



https://vsdc.vms.frcs.org.fj/
https://tap.vms.frcs.org.fj/help/view/381926088/Registration-to-Developer-Portal

a Certificate X

General Detais Certification Path

Show: <All> v

FReld Value i

|| version V3

|| Serial number 1£625chbeSefd65/000000003bb4

| Signature aigorithm $ha256RSA

|| Signature hash algorthm sha2s6

|| Issuer TaxCore ICA1 Development, DT...

| |Vald from Thursday, July 30, 2020 3:09:2...

| vaidto Sunday, July 30, 2023 3:19:24 ...
marko.denic@dtirs, KE27 Boar'... |

Ve 1o o FPYE T YT Y N

STREET = 1500 W Plum St
L = Fort Collns
S = NOT APPIICARIF

Edit Properties... Copy to Fle...

o ]

NOTE:

To avoid the constant setting of the VSDC server address and PFX certificate name from the app interface, you
can set them by editing the app.config file.

You can also optionally send a Requestld and choose a language for your invoice request.



85 VSDC Request Submitter - O X

VSDC Target Address
https:/ivsdc.sandbox.taxcore.online/

Certificate Name (Subject CN):
KE27 Boar's Head

Request:

"DateAnd TimeOflssue™: null,
"Cashier": null,

"Buyerld": null,
"BuyerCostCenterld": null,
“Invoice Type™: 0,
“TransactionType™: 0,
"Payment": [

{

"Amount™: 1000.0, Accept-Language
"Payment Type™: 1

e y

I
"Invoice Number": null. v
PAC: Requestid:

123456 41214234 Submitt

NOTE:
For detailed instructions and examples for submitting invoice requests, see Create Invoice.

You can find the results on the link provided in the Message Box.

ESDC Developers Apps

This section describes the Developer Portal applications which are used by E-SDC developers.

E Si .
SE Signinvoice is an app used by E-SDC developers to test sending APDU commands to smart card secure
elements.

SDC Analyzer Win App
SDC Analyzer Win App is an accreditation software that is a part of the accreditation process for E-SDC
devices or applications.



https://tap.vms.frcs.org.fj/help/view/1846128515/Create-Invoice
https://tap.vms.frcs.org.fj/help/view/1557213754/SE-SignInvoice
https://tap.vms.frcs.org.fj/help/view/1667383594/Secure-Element-Applet-API
https://tap.vms.frcs.org.fj/help/view/1557213754/SDC-Analyzer-Win-App

SE Signlnvoice

SE Signinvoice is an app used by E-SDC developers to test sending APDU commands to smart card secure
elements.

To use it, you need to install all the certificates from the registration approval email that you received from VMS.

Accessing SE Signlnvoice

To access the SE Signinvoice, do the following:

Click on Resources.
Double-click on Applications.

3.
SE Signlnvoice will appear in the drop-down menu.

Welcome to Resources Page

Here you can find all available resources to help you with accreditation

+- & Applications

s® VSDC Request submiter

== SES gninvoice ——

Documentation

Using SE Signinvoice
When you click on SE Signinvoice in Resources menu, a GitHub page will open.

When the new page opens, you can download or copy the code by clicking on Code.


https://tap.vms.frcs.org.fj/help/view/1667383594/Secure-Element-Applet-API

& DTIBeograd / Dti.TaxCore.Examples.SESignInvoiceV3.0

<> Code Issues Pull requests Actions ["1) Projects 0 wiki © Security

¥ master ~ ¥ tbranch 0 tags

Ognjen Pantic Last fixes before going public

SESigninvoice Last fixes before going public
[9 gitattributes reworked application to work with v3.0
[%  .gitignore reworked application to work with v3.0
[ README.md reworked application to work with v3.0
[ SESigninvoiceV3.0.sln reworked application to work with v3.0
‘= README.md
. .
SESigninvoice

Prerequisites for using the app

 Operational smart card reader

[ Insights

354802d 11 days ago ‘® 2 commits

11 days ago
19 days ago
19 days ago
19 days ago

19 days ago

* Initialized smart card with a TaxCore Secure Element Applet

NOTE:

Make sure only one smart card reader is connected to the system

Using SE Signinvoice

£\ Notifications Y7 Star 0 % Fork 0

About

No description, website, or topics

provided.

1 Readme

Releases

No releases published

Packages

No packages published

Languages

When you start using the app, you need to set smart card PIN of initialized smart card in the application Settings.

T Solution ‘SESigninvoiceV3.0" (1 of 1 project) Application settings allow you to store and retrieve property settings and other informa
4 ;I SESigninvoiceV3.0 them the next time it runs. Learn more about application settings...

4 5 M Properties
¢* Assemblylnfo.cs

4 ; {} Settings.settings
P a7 Settings.Designer.cs

P =" References .

After that, you can execute the offered test methods.

Name Type
PIN int

Scope Value
v | Application v 12021

v v



Send Sign Invoice command

SDC Analyzer Win App

SDC Analyzer Win App is an accreditation software that is a part of the accreditation process for E-SDC devices or
applications.

SDC Analyzer Win App can be downloaded from the Developer Portal. It issues a set of different requests to an E-
SDC during the accreditation process. These requests are used to test if the E-SDC's functionality is compliant with
the published technical specification.

Prerequisites

Before you start using SDC Analyzer Win App, make you that you request and receive an additional smart card
certificate(s). For detailed instructions on how to request additional certificates, see Developer Locations.

You also have to implement the Get Status command before using the app.

Accessing SDC Analyzer Win App

To access the SDC Analyzer Win App, do the following:

Click on Resources.

Double-click on Applications.
3.
SDC Analyzer Win App will appear in the drop-down menu.


https://tap.vms.frcs.org.fj/help/view/1396132764/Developer-locations
https://tap.vms.frcs.org.fj/help/view/1846128515/Get-Status

Developer Portal

¢ Overview | X Resources / “A’DevESDC / = My Accreditations

Welcome to Resources Page

Here you can find all available resources to help you with accreditation

* 444444 & Applications

l 28 SDC Analyzer WinApp

- @@  VSDC Request submiter

Documentation

Using SDC Analyzer Win App

When you click on the app on Resources page, it will be automatically downloaded to your device. When you
finish the quick installation process, you can run the app.

&

SDEAnalyzer

If you are using the app for the first time, or if you testing a new product, click on Settings to perform a short

configuration.



/\ SDC Analyzer O X

Test Subject
& &
Manufacturer
Settings Load Requests

Hardware Version

-

/o) N/A

Software Version Execute All Tests Request Version

Model Name

In the new window, select Load Developer Certificate to load the PFX certificate that you received in the
registration approval email (before that you need to download it to your computer or local storage).

{0} Settings O X

Load Developer

‘Select Protocol 4 Certificate

4

Enter E-SDC Target IP Address (e.g. 192.168.0.1:8888)

hup// || : ’ /

Certificate not installed

=%
=

Ping Save

When you select the PFX certificate, a new window will open where you need to provide the certificate password -
you received the password from the same email as the PFX certificate.



{0} Password X

********|

Enter valid certificate password

OK

If everything is ok, you will see the message that the PFX certificate is installed.

@ Settings

O X

Select Protocol

Load Developer
Certificate

v

Enter E-SDC Target IP Address (e.g. 192.168.0.1:8888)

http:// ’ : /

Cerntificate 43ELNRLH installed

a:
=

Ping

Manage Tax Rates

Save

After you finish loading the certificate, you need to enter the target address of the E-SDC which you are testing

and click Save.




{5} Settings O X

Load Developer

Select Protocol Certificate

HTTP v

Manage Tax Rates
Enter E-SDC Target IP Address (e.g. 192.168.0.1:8888)

htp// [127.0.0. : 8180

Certificate 43ELNRLH installed

Y

Ping

You can use the Ping option to confirm that the connection with your E-SDC has been established.

{C} Settings v O X

Load Developer
Certificate

Select Protocol
HTTP v

Manage Tax Rates

Enter E-SDC Target IP Address (e.g. 192.168.0.1:8888)

Get Data from ESDC

http:// |127.0.0.1 ] - 18180 /

IDevice Successfully Reached I

Certificate Y6LU9ELS installed

—

a:
=

Ping

Save

To get all active tax rates for the Sandbox environment, click Manage Tax Rates.



{§} Settings

Select Protocol
HTTP v

Enter E-SDC Target IP Address (e.g. 192.168.0.1:8888)

http://  127.0.0.1 - 18180 /

Device Successfully Reached

Certificate Y6LUSELS installed

B
N = |

Ping

A new window will appear - click Get Tax Rates to load all active tax rates.

é Tax Rates

a X

Load Developer
Certificate

Manage Tax Rates

Get Data from ESDC

Save

- O X

Get Tax Rates

Close

All active tax rates for the Sandbox environment will load.




= Active Tax Rates
[=-Valid from: 06/04/2021 16:50:06 Get Tax Rates

= ECAL
Label "F* Rate: 10
=-N-TAX
' Label: "N"Rate: 0
=-PBL
. Label:"P"Rate:05
=) STT h
Label "E" Rate: 6
= TOTL
Label "T" Rate: 2
VAT
Label "A" Rate: 9
Label "B" Rate: 0
Label "D"Rate: 15 X
= VAT-EXCL
Label "C"Rate: 0
+ Previous Tax Rate Groups Latest Tax Rates Retrieved

-1}

OK

To complete settings, in the Settings menu, click on Get Data from ESDC to update Test Subject data on the main

window.
{5} Settings « O X
Load Developer
‘Select Protocol ‘ Centificate
HTTP v
Manage Tax Rates

Enter E-SDC Target IP Address (e.g. 192.168.0.1:8888)

Centificate 43ELNRLH installed

iE

Ping Save

When you return to the main window, you will see that all the fields about the Test Subject have been filled



automatically, based on information from your certificate and E-SDC.

J\ SDC Analyzer O X
Test Subj
e & e
Manufacturer
Boar's Head Settings Load Requests
E-SDC Hardware Version
10575AEF4DF3173479130D2ED59326B2 é 1.0.1.1

E-SDC Software Version

2.0.63.19 Execute All Tests Request Version

MRC (manufacturers specific code)
01-2063-a018ed3399d84 1db880523963b4

Device Name

Tester Name
DESKTOP-C7QCOVC\Marko

&

Execute Selected Tests

Before you start any testing, always click Load Requests to get the latest version of the requests.



J\ SDC Analyzer O X

Test Subject
2 & S

Manufacturer
Boar's Head

E-SDC Hardware Version
10575AEF4DF3173479130D2ED59326B2 A 1.0.1.1
E-SDC Software Version )
20.63.19 Execute All Tests Request Version
MRC (manufacturers specific code)

01-2063-a018ed3399d84 1db880523963b4

Device Name

Settings Load Requests

Tester Name
DESKTOP-C7QCOVC\Marko

&

Execute Selected Tests

Execute All Tests

If you want to run all the tests on your product, select Execute All Tests.



L sOC Analyze O

Test Subject

& ¢
Manufacturer
Boar's Head Settings Load Requests
E-SDC Hardware Version
10575AEF4DF3173479130D2ED59326B2 A 1.0.1.1
E-SDC Software Version )
20.63.19 Execute All Tests § Request Version

MRC (manufacturers specific code)
01-2063-a018ed3399d84 1db880523963b4

Device Name

Tester Name
DESKTOP-C7QCOVC\Marko

&

Execute Selected Tests

A new window will appear, with initial guidance of all the necessary steps for performing a complete test. Make
sure you read it and click Next.



« & Accreditation Tests

Summary

Welcome to Accreditation Tests wizard
In Order to complete Accreditation tests you will need finish (28) steps.

Step 1: Check if you are connected to device, if not set up connection in settings, before executing tests
Step 2: Insert Card to execute initialization tests

Step 3: Insert invalid pin to execute invalid pin tests
Step 4: Insert valid pin to execute remaining tests

After completing all tests, you can preview your results on Taxpayer admin portal

Next | Cancel

If you have finished with the configuration settings and plugged in your smart card reader with your smart card
inside, you can click on Ping Device to connect with the E-SDC.

Only when you do that, the Execute button will become active.



& @ Accreditation Tests

Step 1: Card out
Please make sure that device is connected. Before executing tests

&

Settings

fa

Please verify that card is not inserted into card reader

Please verify that SDC is not initalized

Ping Device

If you need greater clarification please visit Help page.

Next Cancel

Click Execute to run the tests from that step. After you click Execute, the Next button will become active and you
can proceed to the next step.

&« & Accreditation Tests

Step 1: Card out
Please make sure that device is connected. Before executing tests Device Successfully Reached

&

Pl ify that card is not inserted i d read '
£ Please verify that card is not inserted into card reader Settings

E4 Please verify that SDC is not initalized

a:
=

Ping Device

Execute

If you need greater clarification please visit Help page.



When you complete all 28 steps, click Finish.
&« & Accreditation Tests

Step 28: Visual Notification Asserts

These tests are designed to test Visual notifications of SDC.

Please verify that card is inserted into card reader

Please verify that SDC is initalized

Execute

If you need greater clarification please visit Help page.

A message will appear to log in to the Taxpayer Administration Portal (Developer Portal is accessed through
Taxpayer Administration Portal) to review the results.

@ Success X

Please login on:

Taxpayer Admin Portal

to review your test results. OK

Execute Selected Tests

You can also use the Execute Selected Tests option on the main window.


https://tap.vms.frcs.org.fj/help/view/381926088/Logging-in-to-Developer-Portal

a X

J\ sbc Analyzer
Test Subject
& (&
Manufacturer
King Deli Settings Load Requests
E-SDC Hardware Version
10575AEF4DF3173479130D2ED59326B2 A 1.0.1.1
E-SDC Software Version
20.63.19 Execute All Tests Request Version

MRC (manufacturers specific code)
01-2063-a018ed3399d84 1db880523963b4

Device Name

Tester Name
DESKTOP-C7QCOVC\Marko

&

Execute Selected Tests

A new window will open the list of all tests. All the tests are automatically selected for execution. If you don't
unselect any of them, this option works the same as Execute All Tests.



& Test Selection (| X

S - | Eee |
) [7] AttentionNotIntialized Tests

-7 Get StatusNot Intialized SDC Tests
) MinvalidPinTests Insert vaiid pin
)-f] ValidPinTests

-] ManagingUnrequiredData Tests
-] AttentionSDCIntiaized Tests
-] Get StatusInitialized SDC Tests
)-M] Invoice Type Tests

-] Transaction Type Tests

-7 Payment Type Tests

- [F]CashierTests

- 7] Options Tests

) 182BTests

- (7] Refferent Document Number Tests
- [/ Date Time Tests

-] InvoiceNumberTests

-7 NomalSale Tests

- &/ NomalRefund Tests

-5 Proforma Tests

-] Training Sale Tests

- CopySale Tests

- BZ]GTINTests

-] RemName Tests

) 7] temQuantiy Tests

-7 kemLabel Tests

-7 temUni Price Tests

- kem TotalAmount Tests

BAAERL.E.ELER.E .S LL . ALEEEELR.ERGS . ER.EREA LD LD ARG E.®S

To activate the Execute button, you need to provide a valid PIN (you set your PIN when made the request for an
additional smart card certificate).




A Test Selection () X

= [ Select Tests | B
) [ AtentionNotIntiakzed Tests ——
& M Get StatusNotinttiakzed SDC Tests
# £ nvalidPinTests TR
# £ VaidPinTests
® £ ManagingUnrequiredData Tests
@ A AttentionSDClntiakzed Tests
@ M GetStatusintiakzed SDC Tests
Minvoice Type Tests
® [ TransactionType Tests
® [ Payment TypeTests
- CashierTests
#- M Options Tests
w £1828Tests
@ £ Refferent Document Number Tests
# £ DateTime Tests
#- M InvoiceNumber Tests
#- 7] Nomal Sale Tests
® £ NomalRefund Tests
@ {1 ProformaTests
# M Trainng Sale Tests
#- M CopySaleTests
- &GTINTests
® A remName Tests
& M remQuantity Tests
# M remLabel Tests
@ £ remUnitPrice Tests
@ M remTotalAmount Tests

Search

If you need to find a specific test that you wish to unselect (exclude from the testing), you can use the search bar.



A Test Selection m] X

=) Select Tests A ‘ EXBcAn

+ [V AtentionNotIntiskzed Tests : :

- [F]GetStatusNot ntialized SDC Tests [ |

# [ invaidPinTests Insert vaid pin

@ [V ValidPinTests

# [“]ManagingUnrequiredData Tests

@ [F) AttentionSDChnialized Tests

# [FGetStatusintializedSDC Tests

& [ Invoice Type Tests

&[4 Transaction Type Tests

[ Payment Type Tests

E‘J ﬂ Cashier Tests
[ SendingSigninvoiceCommand_MissingCashierField_NormalSalelnvoice$
[ Sending SigninvoiceCommand_ValueOf CashierFieldls Empty String_Nom.
- [4] SendingSigninvoiceCommand_ValueQf CashierFieldlsNul_NomalSaleln-
[ SendingSigninvoiceCommand _ValueOf CashierlsMaxLengthOf S0Charac
- [4] SendingSigninvoiceCommand_ValueOfCashierisintegersOnly_NormalSa
- [A SendingSigninvoiceCommand_ValueOf CashierFieldls SpecialCharacters(

- [4] Sending SigninvoiceCommand_OwutOf SupportedRange ForCashierField_F

&}lowons‘rets

# [/182BTests

+ [Y] Refferent Document Number Tests

# [ Date Tme Tests

# [ Invoice NumberTests

# [ NomalSale Tests

@ [“INomalRefund Tests

# [ ProformaTests

@ [ TrainingSale Tests

® [MCopySaleTests

& [FIGTINTests

@ [ temName Tests

[ kemQuantity Tests
& [ kemLabel Tests \ Icash-er I

. - kemUntPrice Tests > l Search J _

When you click Execute and start the testing process, you track its progress via the progress bar which will appear
on the main window.



Test Subject 8 pe

Manufacturer

King Deli Settings Load Requests
E-SDC Hardware Version

10575AEF4DF3173479130D2ED59326B2 & 1.0.1.1
E-SDC Software Version

2.0.63.19 Execute All Tests Request Version
MRC (manufacturers specific code)

01-2063-a018ed3399d84 1db880523963b4
Device Name

Tester Name
DESKTOP-C7QCOVC\Marko

&

Execute Selected Tests

When the testing is finished, you will see a notification window asking you to log into your profile on the
Developer Portal to review the results.

@ Success X

Please login on:

Taxpayer Admin Portal
to review your test results. OK

Review testing results

When the testing process is over, you can review the results through your Developer Portal profile, in section My

Accreditations.


https://tap.vms.frcs.org.fj/help/view/1396132764/My-Accreditations

Technical Part
Last Successful Attempt

v

Rl I. ENCLOSED DOCUMENTATION FOR THE EXTERNAL SALES DATA CONTROLLER (product only)
v

v

v

v

All results

Pl 1V.1. £:50C shall have label firmly set on the outside of the cabinet indicating:

O Creved Orc 30872020 111223 | passec 27 | rovec3

Rl 1V VISUAL VERIFICATION |

LY Created Onc 13/08/2020 10:59:26 | Passect 827 | Faitet 3 |
v
Il V1. PERSISTENCE OF AUDIT PACKAGES AND RECEIPT PROCESSING fl Created Or: 13/08/2020 10:49:38 | Passect 79 ] Failed: 751 |
Pl V11. DIGITAL SIGNATURES

LY Created Onc 01/07/2020 21:58:26 | Passed: 829 | Failedt 1 |

B Creste onc 300672020 114214 | passed 825 rasec: 1]

=
<
Rl 1X. PROHIBITED FUNCTIONS

-

fall Created On: 15/06/2020 11:09:12 | Passed: 825 | Faited: 1 }

T S

Click on any test from the list for a more detailed display of results.

Developer locations

Developer locations section enables you to:

+ Create a new company location
» Request additional certificates

Accessing Developer locations

To access this section click on Developer locations

4@ Dashboard @ Developer Portal ~ B3 Administration ¥ B Invoices ¥ & Local Audit ~ B Web Invoicing

@ Developer locations

Developer Portal
B85 POS Access
@ Overview / & Resources / “A’ DevESDC / Requests

& Authorized Persons

® Logoff

Welcome to TaxCore Developer Portal
Home to POS and SDC Accreditation. /

To request additional developer certificates visit Developer locations

New developers

As POS Developer
« Start Accreditation process by:
o Submiting POS Self-Assessment checklist.
© Submiting POS Samples.

A new page will open with a list of all your current locations.

Existing developers

As POS Developer

- Start Reaccreditation process by:

o Submiting new POS Self-Assessment checklist.
o Submiting new POS Samples.

85 English (United States) ~
Server Time: 02/09/2021 23:57:3¢



Administration

List / Locations / Search Results

Register physical locations of all shops and stores. In case of mobile sale points or traveling salesmen you can use your HQ to request POS access.

List of Locations

Administrative Unit

Search by Location name, Address or City
Status Location Name Address City
ctive BeezOn Tech Bynesap CnoBoae 30 Hoswn Can Lestane
First ~Previous ~Page1(of 1) Next Last

Developer location activities

Country

RS

Location type

View

1.
Creating a new company location
In case a company has branch offices in different locations, you can create and manage new locations.

2.
Requesting additional certificates
You can request additional Developer certificates or additional POS access certificates (smart cards or PFX

files):

Creating a new company location

In case a company has branch offices in different locations, you can create and manage new locations.

How to create a new company location

1. Click Create New to create a new location.

Administration

List Locations / Search Results

Register physical locations of all shops and stores. In case of mobile sale points or traveling salesmen you can use your HQ to request POS access.

List of Locations

Administrative Unit

Search by Location name, Address or City
Status Location Name Address City
Active BeezOn Tech Bynesap CnoGoae 30 Hosun Can Lestane
First Previous Page1(of 1) Next Last

Creating a new company location — Image of the administration page

Country

RS

Location type

2. Provide the new location details (name, address, city, province, and country) and click Create.


https://tap.vms.frcs.org.fj/help/view/595113676/Creating-a-new-company-location
https://tap.vms.frcs.org.fj/help/view/595113676/Requesting-additional-certificates

Create location

Dashboard / Business locations / Create location

Location details

Location Name Mo Jeaux's Bar
Address 820 City Park Ave

City Fort Collins

Province --Province-- \/‘

~

...

Country United States of America

Creating a new company location — Image of the create location section

3. Your list of locations will be updated, showing the new location (with the location type Branch Office).

Administration

List / Locations / Search Results

Register physical locations of all shops and stores. In case of mobile sale points or traveling salesmen you can use your HQ to request POS access.

List of Locations
Search by Location name, Address or City
Status Location Name Address City Administrative Unit Country Location type View
[ Registerea | BeezOn Shop 1500 E Solomon Ave. Littlewood Lestane us =3 m
BeezOn Tech Bynesap CnioGoae 30 Hosu Can Lestane RS ===

First Previous Page1(of1) Next Last

Creating a new company location — Image of the administration page

Requesting additional certificates

You can request additional Developer certificates or additional POS access certificates (smart cards or PFX files):

 Developer certificates - main, admin-type certificates issued in file format (PFX), that enable full access to
all Developer Portal features and can be used for development and testing purposes for POS solutions.

 Additional smart card certificates - issued for a particular developer location and enable access to
limited Developer Portal features (only information connected to that location). Smart cards are used for

development and testing purposes for both E-SDC and POS solutions.
 Additional file certificates - issued in file format (PFX) for a particular developer location and enable
access to limited Developer Portal features (only information connected to that location). They are used

for development and testing purposes for POS solutions.

How to request an additional developer certificate



Find the location for which you wish to request the additional Developer certificate and click on View.

How to request an additional smart card certificate

The Location Details page will open. Click on Request Additional Certificates.

Perform the same first step as with requesting an additional developer certificate above.

List of UID's Request Developer Certificates | Request Additional Certificates

%

Status  UID Type Registered at Last Seen Online Revoked at Action

3 FB5NX4KX PFX File 31/08/2021 10:14:00 02/09/2021 22:35:48

Complete the information for Additional Authorized Person if you wish to authorize someone to pick up
the certificate instead of you.

In the Smart Cards section, click the "+" button. The system will automatically generate a random PIN for
the smart card certificate, but it advisable to set your own PIN which will be easier to remember. You can
also use the bluen button for generating a new random PIN.

Smart Cards
PIN 3040 %3 n

Smart Card Full Format

5. To request another smart card, just click on the "+" button again. If you change your mind, you can use
the red n button to remove the request.

Smart Cards
PIN 3255 b n

Smart Card Full Format
Smart Card Full Format

6. After you click Submit, a pop-up box will appear asking you to confirm your request.



Submit your POS access request

You are submitting POS Access request with following details

Location Name: Boar's Head
Delivery Tax Office:
Additional Authorized Person
Smart Cards: 1

Files: 0

How to request additional POS PFX certificates

In the Files section, click the "+" button. The system will automatically generate a random Password and
PAC for the file certificate, but it advisable to choose your own Password and PAC which will be easier to
remember. You can also use the blue n button for generating a new random Password and PAC.

Follow the same first 2 steps as with requesting additional smart card certificates.

Files
Password K3UDWG6FB n

PAC 5MF68U

&

3. To request another file certificate, just click on the "+" button again. If you change your mind, you can use
the red n button to remove the request.



Files
Password K3UDW6FB %3 n

PAC 5MF68U
Password SRH3MFUM b n
PAC 9T8RVE

4. After you click Submit, a pop-up box will appear asking you to confirm your request.

Submit your POS access request

You are submitting POS Access request with following details:

Location Name: Boar's Head

Delivery Tax Office:

Additional Authorized Person:

Smart Cards: 0

Files: 1

Notification about the approved request

When you submit your request, it will be reviews by a tax authority officer. If everything is ok, the request will be
approved and you will be notified about the approval via email.




request for smart cards, you will receive another notification when the cards are produced and ready for delivery.

Sections Invoices, Local Audit, Web Invoicing and
Notifications

Using sections Invoices, Local Audit, Web Invoicing and Notifications is described in detail in the user
documentation for Taxpayer Administration Portal. Please refer to the following articles:

* Invoices
Local Audit Section
« Web Invoicing

Notifications Section

My Accreditations

My Accreditations is the section of the Developer Portal where registered EFD vendors can submit their
applications for POS or E-SDC accreditations.

To access this section click on My Accreditations on the Developer Portal homepage.

A KrcKreKre doo & Developer Portal @ Developer locations ¥ Invoices L. Upload audit packages &, Download Commands

TAXCORE

EUCAEREORAL X Upload SDC Commands Status @ Logoff
Server Time: 03/03/2021 23:47:21

Developer Portal

& Overview / X Resources / A’ Dev ESDC /
A new page will open, with the option to start a new accreditation.

Developer Portal

Overview / & Resources / “A’DevESDC / = My Accreditations

My Accreditations

Start New Accreditation

Accreditation Type Product Name Product Version Jurisdiction Status

This page displays the list of all your accreditations, together with their current accreditation status. You can easily
access any of them by clicking on Details.


https://tap.vms.frcs.org.fj/help/view/1888002334/Local-Audit-Section
https://tap.vms.frcs.org.fj/help/view/1888002334/Web-Invoicing
https://tap.vms.frcs.org.fj/help/view/1888002334/Notifications-Section
https://tap.vms.frcs.org.fj/help/view/1833027604/Vendors

My Accreditations

Start New Accreditation

Accreditation Type Product Name Product Version Jurisdiction Status

ESDC E-ESDC 1.0 Technical Technical Preparation
POS MarkPOS 1.0 Technical Technical Preparation m
POS SuperESDC 1.0 Technical Technical Preparation m
POS SuperPOS 1.0 Technical

My Accreditations - Image of the My Accreditations section

Accreditation statuses

Accreditations always have a status that shows their current state.

My Accreditations

Start New Accreditation

Accreditation Type Product Name Product Version Jurisdiction Status

ESDC E-ESDC 1.0 Technical Technical Preparation

POS MarkPOS 1.0 Technical Detalls
Fiji Accredited
-

POS SuperESDC 1.0 Technical Rejected

POS SuperPOS 1.0 Technical
Samoa Detalls

My Accreditations - Image of the My Accreditations section

Before you start an accreditation process, make sure you read the below description of each status.

Status Meaning

Technical Preparation The initial status of the technical part. During this stage, you need
to answer the questions from the technical part of the
accreditation. Every newly created accreditation automatically has
this status until the technical part is submitted for review.

Technical Submitted Technical part of accreditation has been submitted for review. In
this status, you can still change and save your answers in the
technical part.



Under Technical Test

Technical Amendments Required

Technical Amendments Submitted

Technical Approved

Administrative Preparation

Administrative Submitted

Under Administrative Review

Administrative Amendments Required
Administrative Amendments Submitted

Approved

Accredited

Rejected

Types of accreditation

POS Accreditation

A tax authority reviewer has started the review of the technical
part. You can no longer change your submitted answers.

Tax authority reviewer has identified some missing or incorrect
information in your answers, and has requested that you make
amendments to those answers. In this status, you can only change
the answers for which the amendments were requested.

The requested amendments have been submitted.

Your application has successfully passed the technical part of the
accreditation process.

The initial status of the administrative part. During this stage, you
need to answer the questions from the administrative part of the
accreditation. Every newly created application for a jurisdiction
automatically has this status until the administrative part for that
jurisdiction is submitted for review.

Administrative part of accreditation for that jurisdiction has been
submitted for review. In this status, you can still change and save
your answers in the administrative part for that jurisdiction.

A tax authority reviewer has started the review of the
administrative part. You can no longer change your submitted
answers for that jurisdiction.

The same as Technical Amendments Required above.

The same as Technical Amendments Submitted above.

Your application for that jurisdiction has successfully passed the
administrative part of the accreditation.

Your application has successfully passed the final review by the
Technical Committee. Your POS or E-SDC product is accredited
for that jurisdiction.

Your entire accreditation process (both technical and
administrative part) was terminated by the tax authority.

POS accreditation is the process of accrediting your POS (invoicing system) solution.


https://tap.vms.frcs.org.fj/help/view/1288511340/POS-Accreditation

E SDC Accreditation
E-SDC accreditation is the process of accrediting your E-SDC solution.

POS Accreditation

POS accreditation is the process of accrediting your POS (invoicing system) solution.

This section describes the necessary steps for successfully submitting an application for POS accreditation.

Accreditation steps

in r
To start a new POS accreditation process, click on Start New Accreditation on My Accreditations page.

2.
Technical Part
To begin the technical part of a POS accreditation, log in to the Developer Portal and open the My
Accreditations page.

3.
Administrative Part
To begin the administrative part of a POS accreditation, log in to the Developer Portal and open My
Accreditations.

4.

Becoming Accredited for POS
If the tax authority's Technical Committee reaches a positive decision during the final review of your

application, your POS product becomes accredited.

Getting Started

To start a new POS accreditation process, click on Start New Accreditation on My Accreditations page.


https://tap.vms.frcs.org.fj/help/view/1288511340/E%2DSDC-Accreditation
https://tap.vms.frcs.org.fj/help/view/1396132764/My-Accreditations
https://tap.vms.frcs.org.fj/help/view/559098921/Getting-Started
https://tap.vms.frcs.org.fj/help/view/1396132764/My-Accreditations
https://tap.vms.frcs.org.fj/help/view/559098921/Technical-Part
https://tap.vms.frcs.org.fj/help/view/381926088/Logging-in-to-Developer-Portal
https://tap.vms.frcs.org.fj/help/view/559098921/Administrative-Part
https://tap.vms.frcs.org.fj/help/view/166288015/Developer-Portal
https://tap.vms.frcs.org.fj/help/view/1396132764/My-Accreditations
https://tap.vms.frcs.org.fj/help/view/559098921/Becoming-Accredited-for-POS
https://tap.vms.frcs.org.fj/help/view/1396132764/My-Accreditations

Developer Portal

& Overview / % Resources / “A’DevESDC / = My Accreditations

My Accreditations

Start New Accreditation

Accreditation Type Product Name Product Version Jurisdiction Status

A new Product for Accreditation page will open where you enter your product's basic information - type, name and
version:

Developer Portal

> Overview / & Resources / "A’DevESDC / = My Accreditations

Product for Accreditation

Product type

ESDC v

M Create New Product

Product Name

Software Version

1. For Product Type, select POS

Product for Accreditation

Product type

‘ POS \/‘

Product Name

» |

Product Version

For Product Name, you have two options:

o If you have already accredited this product before (a now you have a new version), you can just
select its name from the dropdown list


https://tap.vms.frcs.org.fj/help/view/1396132764/My-Accreditations

Product for Accreditation
Product type
POS v

Product Name

‘ - | Create New Product

SuperPOS

SuperESDC

o
If you are accrediting this product for the first time, follow these steps:

® click on Create New Product

Product for Accreditation

Product type

‘ POS V|

Create New Product

Product Name
{ d

Product Version

@ on the new page select the type (POS), provide your product's name and click Create

New Product for Accreditation

Type
POS v

Name

MarkPOS

@ return to the Product for Accreditation page (opens after you click Start New
Accreditation on My Accreditations page) and find you newly-created product in the
Product Name drop-down list

Product for Accreditation
Product type
POS v

Product Name

‘ - ‘ Create New Product
[ |

SuperPOS

SuperESDC

MarkPOS




For Product Version, provide the version of your product that you wish to accredit.

Product for Accreditation
Product type
POS

Product Name

‘ MarkPOS v ‘ Create New Product

Product Version

10 |

4. After you provide all the basic information about your product, click Start at the bottom of the page.

Developer Portal

& Overview / & Resources / “A’DevESDC / = My Accreditations

Product for Accreditation
Product type
POS
Product Name

MarkPOS v Create New Product

Product Version

1.0

5. The product will appear on your list of accreditations on the My Accreditations page and it will receive a
unique accreditation number. Its initial status will Technical Preparation.

My Accreditations

Start New Accreditation

Accreditation Number Accreditation Type Product Name Software Version Jurisdiction Status
1071 e POS MarkPOS 1.0.0 Technical Technical Preparation m
38 POS SmartPOS 1.0.0 Technical Technical Preparation m

Technical Part

To begin the technical part of a POS accreditation, |og in to the Developer Portal and open the My Accreditations
page.



https://tap.vms.frcs.org.fj/help/view/381926088/Logging-in-to-Developer-Portal

Developer Portal

& Overview / X Resources /| “A'Dev ESDCY/ = My Accreditations

Welcome to TaxCore Developer Portal
Home to POS and SDC Accreditation.

To request additional developer certificates visit Developer locations page.

New developers

As POS Developer

* Starn Accre

As SDC Developer

Starting the technical part

* Start Roaccrodi

Existing developers

As POS Developer

Submitin ssessment checkist
Submiting n

As SDC Developer

This is the part of the process that allows the applicant to issue a new technical accreditation for the type of

product the applicant wish to accredit.

First of all, find the product you wish to accredit and click on Details.

My Accreditations

Start New Accreditation

Accreditation Number Accreditation Type Product Name

1071 POs MarkPOS

Software Version Jurisdiction Status \

Technical Technical Preparation m

A new page will open, displaying all questions you need to answer before you can submit your application.



Developer Portal

o Overview | & Resources / 'A'Dev ESDC /| = My Accreditations

Accreditation Details

Product Name SmanPOS
Software Version 1001
Status Technical Preparation

Submit for Review

*To submit the application you must answer all mandatory questions and make required amendments.

Questions in chapters will be marked with different colors.

T gy T

Technical Part Please provide company and product details

X Technical Details
by Enciosed Documentation for Point of Sale Product 1 Accreditation Type: Transferable or Non-Transferable

o o< o1 7os

Ly Instaliation of POS Provide Answer Here

by Supported SDC Types
EY Connection Type to SOC

Comments [0
.- e e———————

Page design

The top of the page contains an information box with basic information about your accreditation. There is a
button for submitting the technical part of your application for review.

Click here for more infoNOTE:
The Submit for Review button is not clickable until you answer all mandatory questions (marked by red).

Accreditation Details

Product Name SmartPOS
Software Version 1.0.0.1
Status

Technical Preparation

Submit for Review

“To submit the application you must answer all mandatory questions and make required amendments.

Questions are divided into chapters. The chapters are displayed on the left side, while on the right side you can
see the questions from the selected chapter.



Questions in chapters will be marked with different colors:

mandatory questions unanswered [ ‘questions require amendments ] valid for submission

Technical Part Please provide company and product details

X Technical Details
b Enclosed Documentation for Point of Sale Product 1 Accreditation Type: Transferable or Non-Transferable

bq Type of POS

Lg Installation of POS Provide Answer Here
b3 Supported SDC Types
bJ Connection Type to SDC

by Supported Operating Systems:

Comments [0

v e

b Prohibited functions 2. Developer Name
By Operational Functions

by PLU - Database Control Provide Answer Here
x 2

* G

by Supported Printers

b3 Fiscal invoice Distribution

Comments [0

*Changes are automatically saved when you navigate between question chapters even if you don't click the Save button.
kg Textual Representation of Fiscal Invoice

by POS Samples

Saving your answers

When you finish answering the questions from one chapter, you can save your answers by clicking Save at the
bottom of the page.

Click here for more infoNOTE:

If you proceed to the next chapter, navigate to another Developer Portal page, or log off before clicking Save,
changes you made on that page will still be saved automatically.

6‘

Provide Answer Here

Commentf’ 0

*Changes are ically saved when you navigate between question chapters even if you don't click the Save button.

Color explanation

Developer Portal uses colors to mark chapters and questions that are mandatory or require applicants' attention:



Click here for more info
Chapters/questions marked by RED color are mandatory, i.e. they have to be answered

« Chapters/questions marked by ORANGE color require amendments from the applicant. They receive this
color when an application reviewer requires additional information from the applicant or a change of the
provided information. These questions are usually followed by the reviewer's comment.

 Chapters/questions marked by GREEN color are ok, and they can be submitted after having reviewed
them accordingly.

There is a color interpretation line above the questions that you can use to remind yourself about the
colors' meanings.

Questions in chapters will be marked with different colors:

mandatory questions unanswered questions require amendments valid for submission

Submitting Technical Part for review

Only when you answer all the mandatory questions, the Submit for Review button will become active.

Click here for more info

Developer Portal

© Overview / & Resources / ‘A’DevESDC / = My Accreditations

Accreditation Details

Product Name SmartPOS
Software Version 1.0.0.1

Status Technical Preparation
Submit for Review

Questions in chapters will be marked with different colors:
mandatory questions unanswered questions require amendments

When you click on it, the technical part of your application for accreditation will be sent for review.

The status of that application will automatically change to Technical Submitted.

My Accreditations

Start New Accreditation

Accreditation Type Product Name Software Version Jurisdiction Status

POS SmartPOS 1001 Technical
Details




NOTE:

Even when you submit your answers for review, you are still able to make changes to any of them until the tax
authority reviewer begins reviewing your answers. When the status of your application changes to Under
Technical Test, the answer boxes become locked and you can not change your answers anymore.

Making amendments to your answers

During the official review of your answers, a tax authority reviewer might notice that something is missing in your
answer(s) or that some information in your answer(s) needs to be amended. The reviewer will then mark that
answer and leave a comment for you explaining what needs to be amended.

When this happens, you will receive an email notification.

Dear Gilmoure Stan,
Your application for POS accreditation for SmartPOS, version 1.0.0.1, was reviewed on 24 June 2021 and requires amendments.
Please log in to the Developer Portal to make the required amendments.

Kind Regards,

Also, you can notice that the status of your application has changed to Technical Amendments Required.

My Accreditations

Start New Accreditation
Accreditation Type Product Name Software Version Jurisdiction Status
POS SmartPOS 1.0.0.1 Technical

To make the required amendment(s), log in to the Developer Portal and open the accreditation from My
Accreditations list.

The chapter(s) which contain the answer(s) requiring amendments will clearly be marked by orange color.

v
@ Comments (0
v BT ES
Rl Fiscal invoice Distribution
“Changes are automatically saved when you navigate between question chapters even if you don't click the Save button.

R o e ofFisca v
A

Find the answer(s) and click on the number next to Comments to see the reviewer's comments.



1. Normal Sale B2B

Please upload invoice samples created by your POS. Supported file type: .jpg, .gif, .png

Choose File ENGRIEReTEEN]

View Image

Please name the invoice number for the uploaded invoice sample:

WER37VST-15TNZIg®-70

Comments [ 1

I [24 Jun 2021 09:01] Reviewer: Image is not clear enough. Please upload a new image.

Read the reviewer's comments carefully to know which amendment you need to make. If you need more
clarification from the reviewer, you can click Add comment and write your comment in the box. Click Add to save
your comment.

Normal Sale B2B

=

Please upload invoice samples created by your POS. Supported file type: .jpg, .gif, .png

Choose File QNGRIERTEEN]

Please name the invoice number for the uploaded invoice sample:
WER37VST-15TNZI60-70

Comments 1

[24 Jun 2021 09:01] Reviewer: Image is not clear enough. Please upload a new image.

Your comment
V

Once you know which amendment you need to make, you can just enter it in the answer box and click Save at the
bottom of the page.

You will notice that the chapter and the questions are no longer marked by orange color.



1. Normal Sale B2B

Please upload invoice samples created by your POS. Supported file type: .jpg, .gif, .png

Choose File JNRill-Re 0]

View Image

Please name the invoice number for the uploaded invoice sample:

’ WER37VST-15TNZI60-7¢

Comments (1

However, your application will still be in the Technical Amendments Required status. To submit your updated
answers, you have to click Submit for Review.

Accreditation Details

Product Name SmartPOS
Software Version 1.0.0.1
‘Submit for Review

The status of your application will change to Technical Amendment Submitted.

My Accreditations

Start New Accreditation

Accreditation Type Product Name Software Version Jurisdiction Status

POS SmartPOS 1.00.1 Technical

Completing the Technical Part

When all your answers pass the technical review successfully, you will receive an email notification.

Dear Gilmoure Stan,
Your POS product SmartPOS, version 1.0.0.1, has successfully passed the Technical Review of the POS accreditation process.
The next step is to complete the Administrative Review process.

To begin the Administrative Review, please log in to the Developer Portal and select the jurisdiction(s) for which you wish to accredit

your product.
If you have questions or need any help, please email our support service: taxcore.support@dti.rs

Kind Regards,

You can also notice that the status of your application has changed to Technical Approved.



My Accreditations

Start New Accreditation

Accreditation Type Product Name Software Version Jurisdiction Status

POS SmartPOS 1.00.1 Technical Details

The next step is to open the application by clicking on Details and begin the Administrative Part of accreditation.

Technical Details

In this chapter, you are asked to provide basic information about your application.

Accreditation Type - the type of accreditation you are applying for

o Transferable - for applicants who plan to sell their product to taxpayers (i.e. to transfer the
accreditation to their customers)

o Non-transferable - for applicants who want to obtain the accreditation only for themselves (i.e. a
taxpayer who wants to accredit their POS solution and not to sell it to other taxpayers). This type
of accreditation can not be transferred to or shared with other taxpayers.

2. Contact person first and last name - provide the name of the person in charge of developing your
product

Enclosed Documentation for the Point of Sale

In this chapter, you need to provide information about the documentation that you will attach to your application.
Some questions are mandatory (red color) and some are not.

You can choose to provide a link to your online documentation or upload a file for questions.


https://tap.vms.frcs.org.fj/help/view/559098921/Administrative-Part

 Product Description - it is necessary to provide a file with documentation or a website or documentation
link that explains your product to potential customers. Answering this question is mandatory in order to
confirm your credential as an applicant.

1. Product Description (commercial material i.e. brochure, website, etc.)

Provide Answer Here

Choose File | SmartPOS brochure.pdf

Comments 0

* Product User Manual - user manual for your product that explains how it is operated. Your user manual
must include the following topics:

o information about the supplier - email contact, website, etc;

o description and configuration of the product (functional characteristics);

o safety requirements and warnings (including attention that POS will not produce receipts without
communicating with E-SDC and/or V-SDC);

0 programming system parameters (setting tax rate, naming cashiers, setting various system
options);

o programming operational parameters (PLUs, price change, etc.);

o sale operations (registration of sales, refunds, other receipt types, production of reports, etc.);

o use and operation of peripheral devices (if there are any);

o description of error messages and troubleshooting.

2. ’ Product User Manual

Provide Answer Here

Choose File | SmartPOS ...r Manual.pdf

Comments ' 0

* Product Installation Guide - documentation that explains how your customers can install your POS
product. This is not a mandatory question because the Installation Guide can be a part of the User
Manual. However, bear in mind that the Installation Guide itself (the document) is a mandatory
requirement.



& Product Installation Guide

Provide Answer Here

Choose File | SmartPOS I...n Guide.pdf

Comments 0

 Product Configuration Manual - documentation that explains how your customers can configure your
POS product. Again, is is not a mandatory question because the Configuration Manual can be a part of
the User Manual. However, bear in mind that the Configuration Guide itself (the document) is a
mandatory requirement.

4. Product Configuration Manual

Provide Answer Here

Choose File | SmartPOS ...n Manual.pdf

Comments | 0

Managing uploaded files

After saving your your answers that contain uploaded filed, you have a couple of options for managing those files.

Review an uploaded file

If you upload a file in PDF format, you can review it by clicking View PDF.

2. Product User Manual

Provide Answer Here

SmartPOS user manual.pdf View PDF

/

Choose File | No file chosen

Comments ' 0

A new tab will open displaying your uploaded document. You can navigate through all the pages by clicking



Previous or Next.

eveloper locations nvoices X Upload audit packages & Dovwnload Commands X Upload ommands Status 0go
© Developer | &8 Invoi 1. Upl it packag & Download C d £, Upload SDC C 3 ® Logoff
Server Time: 241061202

=9)] TAXCORE # RioSoft © Developer Portal

TAXPAYER PORTAL

SmartPOS

User Manual

Download an uploaded file

To download a file, click Download next to that file's name.

28 Product User Manual

Provide Answer Here

SmartPOS user manual.pdf

Choose File |No file chosen

Comments 0

Replace an uploaded file

If you want to replace an uploaded file, simply click on the Choose File option for that question and select a new

file to upload. The documents will be replaced automatically.



2 Product User Manual

Provide Answer Here

SmartPOS user manual.pdf View PDF

Choose File | No file chosen

Comments 0

Items Required for Manual Testing

Questions in this chapter ask you to confirm whether you can submit certain hardware and supplies for the
manual testing of your product, in case the reviewer wishes to perform a more detailed examination.

All the questions are optional. Select YES only if you can deliver the stated items.

Operational Functions

Questions in this chapter refer to the standard operation functions of your POS product. You need to indicate
which of the options are supported by your product (some are mandatory).

Questions 1, 3 and 4 - these questions refer to optional functions. Select YES only for the options which
your product supports.

Questions 2 and 5-17 - these questions refer to mandatory functions. You must select YES for all of them
and provide a reference to these functions in your User Manual.

PLU - Data Base Control

Questions in this chapter refer to the functions of your POS product connected to price look-up codes (PLU) and

their database.

All the questions represent mandatory functions. You must select YES for all of them and provide a reference to
these functions in your User Manual.



Tax Rates

Questions in this chapter refer to the functions of your POS product related to printing, rounding and displaying
and calculating taxes.

All the questions represent mandatory functions. You must select YES for all of them and provide a reference to
these functions in your User Manual.

Fiscal Invoice Distribution

Questions in this chapter refer to the manner in which your product can issue (distribute) invoices.
There are two specific options. If you select them, you must provide a reference to your user manual:

* Paper
« Electronic (e-mail, SMS, chat platforms or anything alike)

In addition, there is the option Other in case your invoice distribution type does not fit any of those categories. In
this case, you will need to provide both the description of your distribution type and the reference to your user
manual.

NOTE:
You can select more than one option.

Initially, all options are marked as mandatory (red color).

However, when you select at least one option typing in your reference to your user documentation and save the
answers, the others become optional (grey color).

Textual Representation of Fiscal Invoice

Questions in this chapter refer to the structure of your fiscal invoices issued by your POS product.

All the questions in this chapter refer to mandatory functions, as described in the Anatomy of a Fiscal Receipt.

Therefore, you must select YES for each question.


https://tap.vms.frcs.org.fj/help/view/1885084039/Anatomy-of-a-Fiscal-Receipt

POS Samples

Questions in this chapter require you to upload samples of fiscal invoices issued by your POS product, together
with their SDC invoice number (in format XXxxxxxx-XxXxxxxxx-123).

Accreditation is performed individually for each sample provided.

Managing uploaded images
After you save your answers, you can review the uploaded images or replace them.
Reviewing images

To review the uploaded invoices, click View Image.

2. Normal Refund B2B

Please upload invoice samples created by your POS. Supported file type: .jpg, .gif, .png

(O IELA SN No file chosen

View Image

Please name the invoice number for the uploaded invoice sample:

WER37VST-15TNZI60-71

Comments ' 0

A pop-up window will appear where you can review the uploaded image.



Normal Refund B2B

Normal Refund B2B
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To replace an invoice image, just click Choose File and select a new image file. After you save the answers, the
image will be replaced.

Please uploadycesamples created by your POS. Supported file type: .jpg, .gif, .png

Choose File QNSRRI TSR

View Image

Please name the invoice number for the uploaded invoice sample:

WER37VST-15TNZI60-71

Comments [0



Administrative Part

To begin the administrative part of a POS accreditation, log in to the Developer Portal and open My Accreditations

Starting the administrative part

This is the part of the process that allows the applicant to issue a new administrative accreditation for the type of
product the applicant wish to accredit.

First of all, find the product you wish to accredit and click on Details.

NOTE:
The status of your application for this product has to be Technical Approved.

My Accreditations

Start New Accreditation
Accreditation Type Product Name Software Version Jurisdiction Status \
POS SmartPOS 1.0.0.1 Technical -

A new page will open displaying your answers from the technical part. To start the administrative part of
accreditation, click Apply for Additional Jurisdiction in the information box at the top of the page.

Developer Portal

Overview / & Resources / “A’DevESDC / = My Accreditations

Accreditation Details

Product Name SmartPOS

Software Version 1.0.0.1
Status Technical Approved

Apply for additional jurisdiction

Questions in chapters will be marked with different colors:

A new Jurisdictions page will open where you select a jurisdiction from the drop-down menu and click Apply for
this jurisdiction to confirm.

Jurisdictions for Accreditation

Available Jurisdictions Fiji R4 Apply for this jurisdiction

*Select one jurisdiction now, and you will be able to apply for itation in

NOTE:

If you wish to apply for more than one jurisdiction, don't worry. You just need to select one option at this step and
will able to add more jurisdictions later (more information below).


https://tap.vms.frcs.org.fj/help/view/166288015/Developer-Portal
https://tap.vms.frcs.org.fj/help/view/1396132764/My-Accreditations

An application for the administrative part will be added to your list in My Accreditations, with the status
Administrative Preparation.

My Accreditations

Start New Accreditation

Accreditation Type Product Name Software Version

Jurisdiction Status
POS SmartPOS 1.0.0.1 Technical

Fiji

Administrative Preparation m

Adding additional jurisdictions

To an additional jurisdiction for administrative review, you need to return to the Technical Part of your application.
Click Details to open this part of the application.

My Accreditations

Start New Accreditation

Accreditation Type Product Name Software Version

Jurisdiction Status
POS SmartPOS 1.0.0.1 Technical
Fiji

Administrative Preparation —

In the information box on top of the page, you will see your previously added jurisdictions already listed. To add a
new one, click Apply for additional jurisdiction.

Accreditation Details

Product Name SmartPOS

Software Version 1.0.0.1

Administrative Part Status:

O Adnisatve Preparatin

Apply for additional jurisdiction

Select the desired jurisdiction from the Available Jurisdictions menu and click Apply for this jurisdiction.

Jurisdictions for Accreditation

Available Jurisdictions Samoa A Apply for this jurisdiction

*Select one jurisdiction now, and you will be able to apply for ion in

The newly added jurisdiction will appear on your list of applications in My Accreditations.



My Accreditations

Start New Accreditation

Accreditation Type Product Name Software Version

Jurisdiction Status
POS SmartPOS 1.0.0.1 Technical
Fiji

Administrative Preparation

Samoa Administrative Preparation

Page design

The top of the page contains an information box with basic information about your accreditation. There is a
button for submitting the administrative part of your application (for that jurisdiction) for review.

NOTE:

The Submit for Review button is not clickable until you answer all mandatory questions (marked by red).

Accreditation Details

Product Name SmartPOS
Software Version 1.0.0.1
Jurisdiction Fiji

Status

Administrative Preparation

Submit for Review

“To submit the application you must answer all mandatory questions and make required amendments.

Questions are divided into chapters. The chapters are displayed on the left side, while on the right side you can
see the questions from the selected chapter.
NOTE:

The number and the content of chapters and questions will be different depending of the jurisdiction you are
applying for.

Fiji Administrative Part

X Administrative Details
1 ‘ ‘Company country of origin
b§l Partners-Resellers R R R RRRRRRRRRRRRNTRN————€—E————h—————hhhhSShhhhhEhSBRBRBRRRRRBRhihihhhhBehhhheRhe_heeeemwwwwmwmwmeeee

Rl Enclosed Documentation of Point of Sale Product for Fiji Vendors

Please provide company and product details

Provide Answer Here
by Functional requirements

b4 Declaration of Conformity

Comments [0

Saving your answers



When you finish answering the questions from one chapter, you can save your answers by clicking Save below the
question(s).

Click here for more infoNOTE:
If you proceed to the next chapter, navigate to another Developer Portal page, or log off before clicking Save, will
still be saved automatically.

2. ‘ Authorized person ‘

Provide Answer Here

Comments ' 0

*Changes are automatically saved when you navigate between question chapters even if you don't click the Save button.

Color explanation

Developer Portal uses colors to mark chapters and questions that are mandatory or require applicants' attention:

Click here for more info
Chapters/questions marked by RED color are mandatory, i.e. they have to be answered

« Chapters/questions marked by ORANGE color require amendments from the applicant. They receive this
color when an application reviewer requires additional information from the applicant or a change of the
provided information. These questions are usually followed by the reviewer's comment.

 Chapters/questions marked by GREEN color are ok, and they can be submitted.

There is a color interpretation line above the questions that you can use to remind yourself about the
colors' meanings.

Questions in chapters will be marked with different colors:

mandatory questions unanswered questions require amendments valid for submission



Submitting Administrative Part for review

Only when you answer all the mandatory questions, the Submit for Review button will become active.

Accreditation Details

Product Name SmartPOS

Software Version 1.0.0.1
Jurisdiction Fiji

Status Administrative Preparation

Submit for Review

When you click on it, the administrative part of your application for accreditation will be sent for review.
NOTE:
If you want to apply for more than one jurisdiction, you need to repeat this process for each jurisdiction

individually. The technical part of your accreditation is reviewed once for all jurisdictions, but the administrative
part is reviewed individually for each jurisdiction.

The status of that application will automatically change to Administrative Submitted.

My Accreditations

Start New Accreditation
Accreditation Type Product Name Software Version Jurisdiction Status
POS SmartPOS 1.0.0.1 Technical Details
Fij Administrative Submitted
Samoa Administrative Preparation
NOTE:
.

Even when you submit your answers for review, you are still able to make changes to any of them until the tax
authority reviewer begins reviewing your answers. When the status of your application changes to Under
Administrative Review, the answer boxes become locked and you can not change your answers anymore (unless
you receive an official request from reviewers to make amendments).

Making amendments to your answers

When the Administrative review process starts, you might be asked to make amendments to some of your
answers. Making amendments in the administrative part of the application works the same way as in the technical
part. For more information, see section Making amendments to your answers in the documentation for the

Technical Part.

Completing the Administrative Part


https://tap.vms.frcs.org.fj/help/view/559098921/Technical-Part

When all your answers pass the administrative review successfully, you will receive an email notification.

Dear Gilmoure Stan,

Your POS product SmartPOS, version 1.0.0.1, has successfully passed the Administrative Review of the POS accreditation process.
The details of your accreditation process will be forwarded to the Technical Committee for final review and confirmation.

You will receive an email informing you about your next steps.

If you have questions or need any help, please email our support service: taxcore.support@dti.rs

Kind Regards,

You can also notice that the status of your application for this jurisdiction has changed to Approved.

My Accreditations

Start New Accreditation

Accreditation Type Product Name Software Version Jurisdiction Status

POS SmartPOS 1.0.0.1 Technical
Samoa Administrative Preparation

This means that the administrative part of your accreditation for this jurisdiction was reviewed positively. However,
at this point your product is not accredited yet.

After successful technical and administrative review, the details of you your applications are forwarded to the tax
authority's Technical Committee which decides whether to grant official POS accreditations for each jurisdiction.

Partners-Resellers

If you aren't the manufacturer of the product which is being accredited, but are acting as a Partner or a Reseller,
here you need to provide the details of your partnership/agreement with the manufacturer.

This section asks you to define whether you are a Partner or a Reseller, as well as to confirm if you are authorized
to modify or customize the software.

The questions are not mandatory.

Type of POS



In this chapter, you need to select the type of invoicing system you wish to accredit.

There are seven specific options (Electronic cash register, POS, Application, EFTPOS, Self-service, ERP or
Middleware) as well as the option Other in case your product does not fit any of those categories.

Initially, all options are marked as mandatory (red color).

However, when you select at least one option and save the answers, the others become optional (grey color).

Installation of POS

In this chapter, you need to select the manner in which you plan to install the product for your customers.

There are three specific options (On-Premise, Cloud Service or Self-installation) as well as the option Other in
case your planned installation does not fit any of those categories.

Initially, all options are marked as mandatory (red color).

However, when you select at least one option and save the answers, the others become optional (grey color).

Supported SDC Types

In this chapter, you need to select which types of SDC service your product can work with.
There are four options:

« ESDC - your product can work with accredited, third-party E-SDC services

V-SDC using smart card - your product can work with V-SDC service which is accessed by using a smart

card for authentication

+ V-SDC using a digital certificate in file format - your product can work with a V-SDC service which is
accessed by using a file-format digital certificate for authentication.



Integrated POS and ESDC into one product (one manufacturer) - your product integrates POS and E-
SDC service as an all-in-one solution (the manufacturer of both components must be the same).

Initially, all options are marked as mandatory (red color).

However, when you select at least one option and save the answers, the others become optional (grey color).

Connection Type to SDC

In this chapter, you need to select the type of connection your product established with an SDC service.
There are three specific options:

* Wireless connection (Wi-Fi)
* Wireless connection (Bluetooth)
» Ethernet / IP (HTTP Protocol)

In addition, there is the option Other in case your connection type does not fit any of those categories.

Initially, all options are marked as mandatory (red color).

However, when you select at least one option and save the answers, the others become optional (grey color).

Supported Operating Systems

In this chapter, you need to select the operating systems your product can work with.
There are six specific options:

* Windows
* Linux



* Android

- i0S

* macOS
Embedded

In addition, there is the option Other in case your connection type does not fit any of those categories.

Initially, all options are marked as mandatory (red color).

However, when you select at least one option and save the answers, the others become optional (grey color).

Prohibited Functions

Questions in this chapter ask you to confirm that your POS product does not perform any of the listed prohibited

functions and that it strictly follows Technical Instructions for POS Developers.

You have to select YES for each question and provide a reference to the part of your User Manual which describes
these issues.

Printing

Questions in this chapter refer to the supported sizes for printing invoices.
There are three specific options. If you select them, you must provide a reference to your user manual:

« Paper roll width up to 57mm
« Paper roll width 57mm - 80mm
« A4 size

In addition, there is the option Other in case your supported printing size does not fit any of those categories.



https://tap.vms.frcs.org.fj/help/view/730220856/For-POS-Developers

Initially, all options are marked as mandatory (red color).

However, when you select or write in at least one option and save the answers, the others become optional (grey
color).

Supported Printers

Questions in this chapter refer to the type of printers your product can work with.
There are two specific options. If you select them, you must provide a reference to your user manual:

« External printer device connected to the POS
« Printer as an integral part of the POS

In addition, there is the option Other in case your supported printing size does not fit any of those categories.

NOTE:
You can select more than one option.

Initially, all options are marked as mandatory (red color).

However, when you select or write in at least one option and save the answers, the others become optional (grey
color).

Administrative Operational Functions

Questions in this chapter are asking you if your POS is able to create a daily report when the user requests it, as
well as if it supports cancelling issued invoices.

A detailed explanation about cancelling invoices is available in the Technical Guidelines document on the Tax
authority's website.

All questions are mandatory.

Becoming Accredited for POS

If the tax authority's Technical Committee reaches a positive decision during the final review of your application,



your POS product becomes accredited.

You will receive email notification of the successful accreditation.

Dear Gilmoure Stan,

_Cong ratulat‘io‘n's. !

Your POS product SmartPOS, version 1.0.0.1, has successfully passed the POS accreditation process.
The Technical Committee has confirmed the accreditation after their final review.

If you have questions or need any help, please email our support service: taxcore.support@dti.rs

Kind Regards,

You can also see that the status of your application for that jurisdiction has changed to Accredited in My
Accreditations section on the Developer Portal.

My Accreditations

Accreditation Type Product Name Software Version Jurisdiction Status
POS SmartPOs 1.00.1 Technical
etails
—
Samoa Administrative Preparation -

Details

E-SDC Accreditation

E-SDC accreditation is the process of accrediting your E-SDC solution.

This section describes the necessary steps for successfully submitting an application for an E-SDC accreditation.



https://tap.vms.frcs.org.fj/help/view/1396132764/My-Accreditations
https://tap.vms.frcs.org.fj/help/view/1396132764/My-Accreditations

Accreditation steps

Getting Started
To start a new ESDC accreditation process, click on Start New Accreditation on My Accreditations page.

Technical Part
To begin the technical part of an E-SDC accreditation, log in to the Developer Portal and open the My
Accreditations page.

Administrative Part
To begin the administrative part of an E-SDC accreditation, log in to the Developer Portal and open My
Accreditations.

Becoming Accredited for E SDC
If the tax authority's Technical Committee reaches a positive decision during the final review of your

application, your E-SDC product becomes accredited.

Getting Started

To start a new ESDC accreditation process, click on Start New Accreditation on My Accreditations page.

Developer Portal

Overview / & Resources / “A’DevESDC / = My Accreditations

My Accreditations

Start New Accreditation

Accreditation Type Product Name Product Version Jurisdiction Status

A new Product for Accreditation page will open where you enter your product's basic information - type, name and
version:


https://tap.vms.frcs.org.fj/help/view/2122614720/Getting-Started
https://tap.vms.frcs.org.fj/help/view/1396132764/My-Accreditations
https://tap.vms.frcs.org.fj/help/view/2122614720/Technical-Part
https://tap.vms.frcs.org.fj/help/view/381926088/Logging-in-to-Developer-Portal
https://tap.vms.frcs.org.fj/help/view/2122614720/Administrative-Part
https://tap.vms.frcs.org.fj/help/view/166288015/Developer-Portal
https://tap.vms.frcs.org.fj/help/view/1396132764/My-Accreditations
https://tap.vms.frcs.org.fj/help/view/2122614720/Becoming-Accredited-for-E%2DSDC
https://tap.vms.frcs.org.fj/help/view/1396132764/My-Accreditations

Developer Portal

> Overview / & Resources / "A’DevESDC / = My Accreditations

Product for Accreditation

Product type

ESDC

Product Name

M Create New Product

Software Version

1. For Product Type, select ESDC

Product for Accreditation

Product type

‘ ESDC

Product Name

| |

Product Version

For Product Name, you have two options:

o If you have already accredited this product before (and now you have a new version), you can just
select its name from the dropdown list

Product for Accreditation
Product type
ESDC

Product Name

‘ - ‘ Create New Product
[ |

E-ESDC

(0]

If you are accrediting this product for the first time, follow these steps:

® click on Create New Product



Product for Accreditation

Product type

ESDC v

v ] Create New Product

Product Name

Product Version

#® on the new page select the type (ESDC), provide your product's name and click Create

New Product for Accreditation

Type

Name

MarkESDC

@ return to the Product for Accreditation page (opens after you click Start New
Accreditation on My Accreditations page) and find your newly-created product in the
Product Name drop-down list

Product for Accreditation

Product type

ESDC v

Product Name

‘ - } Create New Product

For Product Version, provide the version of your product that you wish to accredit.

Product for Accreditation

Product type
ESDC v
Product Name

[ MarkESDC v } Create New Product

Product Version

‘ 10 ‘




© After you provide all the basic information about your product, click Start at the bottom of the page.

Product for Accreditation
Product type
ESDC
Product Name

‘ MarkESDC v ‘ Create New Product

Product Version

14

Start

5. The product will appear on your list of accreditations on the My Accreditations page and it will receive a
unique accreditation number. Its initial status will Technical Preparation.

My Accreditations

Start New Accreditation

Accreditation Number Accreditation Type Product Name Software Version Jurisdiction

1072 e ESDC MarkESDC 1.0.0 Technical Technical Preparation

Status

Technical Part

To begin the technical part of an E-SDC accreditation, log in to the Developer Portal and open the My
Accreditations page.

Developer Portal

& Overview / X Resources /| “A'Dev ESDC)/ = My Accreditations

Welcome to TaxCore Developer Portal
Home to POS and SDC Accreditation.

To request additional developer certificates visit Developer locations page.

New developers Existing developers

As POS Developer

* Start Roaccreditation precass by
ent checkiist Submitin

Submiting

As SDC Developer

As SDC Developer

Starting the technical part

This is the part of the process that allows the applicant to issue a new technical accreditation for the type of


https://tap.vms.frcs.org.fj/help/view/381926088/Logging-in-to-Developer-Portal

product the applicant wish to accredit.

First of all, find the product you wish to accredit and click on Details.

My Accreditations

Start New Accreditation

Accreditation Number Accreditation Type Product Name Software Version Jurisdiction Status \

1072 ESDC MarkESDC 1.0.0 Technical Technical Preparation m

A new page will open, displaying all questions you need to answer before you can submit your application.

Developer Portal

© Overview / & Resources / "A’DevESDC /| = My Accreditations

Accreditation Details

Product Name SmanesDC
Software Version 1.0.0.1
Manufacturer Code 16-0001

Status

Submit for Review

*To submit the application you must answer all mandatory questions and make required amendments.

Technical Preparation

Questions in chapters will be marked with different colors:

mandatory questions unanswered q valid for submission

Technical Part Please provide company and product details

X Technical Details

Rl Enclosed Documentation for External Sale Data Controller product 1 Product Hardware Version

by Type of ESDC

NOTE:

Below the Manufacturer Code awarded to your product, there is a reminder to make sure you implement the
Manufacturer Code on your E-SDC before you start testing it with ESDC Analyzer.

Page design

The top of the page contains an information box with basic information about your accreditation. There is a
button for submitting the technical part of your application for review.

NOTE:
The Submit for Review button is not clickable until you answer all mandatory questions (marked by red).



Accreditation Details

Product Name SmartESDC
Software Version 1.0.0.1
Manufacturer Code’ 16-0001

Status Technical Preparation

Submit for Review

*To submit the application you must answer all mandatory questions and make required amendments.

Questions are divided into chapters. The chapters are displayed on the left side, while on the right side you can
see the questions from the selected chapter.

Technical Part Please provide company and product details

X Technical Details
b g Enclosed Documentation for External Sale Data Controller product 1. Product Hardware Version

by Type of ESDC
by Installation of E-SDC Provide Answer Here
by E-SDC Interface display options

b3l E-SDC Connection types

LY supported Operating Systems.

Comments |0

by items Required for manual testing

x 2, Developer Name

by Basic Operational Functions.

b4 Real-Time Clock (RTC) Provide Answer Here

by E-SDC Logging
ol Audit }
by Local Audit

Rl Remote Audit

Comments [0

“Changes are automatically saved when you navigate between question chapters even if you don't click the Save button.
R4l Persistence of Audit Packages and Invoice Processing

x S

Saving your answers

When you finish answering the questions from one chapter, you can save your answers by clicking Save at the
bottom of the page.

Click here for more infoNOTE:

If you proceed to the next chapter, navigate to another Developer Portal page, or log off before clicking Save, will
still be saved automatically.



2. ‘ Developer Name ‘

Provide Answer Here

Comments ' 0

*Changes are automatically saved when you navigate between question chapters even if you don't click the Save button.

Color explanation

Developer Portal uses colors to mark chapters and questions that are mandatory or require applicants' attention:

Click here for more info
Chapters/questions marked by RED color are mandatory, i.e. they have to be answered

« Chapters/questions marked by ORANGE color require amendments from the applicant. They receive this
color when an application reviewer requires additional information from the applicant or a change of the
provided information. These questions are usually followed by the reviewer's comment.

« Chapters/questions marked by GREEN color are ok, and they can be submitted after having reviewed
them accordingly.

There is a color interpretation line above the questions that you can use to remind yourself about the
colors' meanings.

Questions in chapters will be marked with different colors:

mandatory questions unanswered questions require amendments valid for submission

Submitting Technical Part for review

Only when you answer all the mandatory questions, the Submit for Review button will become active.



Developer Portal

&) Overview / % Resources / “A'Dev ESDC / = My Accreditations
Accreditation Details
Product Name MarkESDC
Product Version 1.0
Manufacturer Code 10-0001

Status Technical Preparation

Submit for Review

When you click on it, the technical part of your application for accreditation will be sent for review.

The status of that application will automatically change to Technical Submitted.

My Accreditations

Start New Accreditation

Accreditation Type Product Name Product Version Jurisdiction Status

ESDC E-ESDC 1.0 Technical Technical Preparation
ESDC MarkESDC 1.0 Technical Details |

NOTE:

Even when you submit your answers for review, you are still able to make changes to any of them until the tax
authority reviewer begins reviewing your answers. When the status of your application changes to Under
Technical Test, the answer boxes become locked and you can not change your answers anymore.

Making amendments to your answers

During the official review of your answers, a tax authority reviewer might notice that something is missing in your
answer(s) or that some information in your answer(s) needs to be amended. The reviewer will then mark that
answer and leave a comment for you explaining what needs to be amended.

When this happens, you will receive an email notification.

TaxCore

Dear Adams Tony,

Your application for ESDC accreditation for MarkESDC, version 1.0, was reviewed on 21 October 2020 and requires amendments.
Please log in to the Developer Portal to make the required amendments.

Kind Regards,

TaxCore Team



Also, you can notice that the status of your application has changed to Technical Amendments Required.

My Accreditations

Start New Accreditation

Accreditation Type Product Name Product Version Jurisdiction Status

ESDC E-ESDC 1.0 Technical Technical Preparation .
Details
ESDC MarkESDC 1.0 Technical Details |

To make the required amendment(s), log in to the Developer Portal and open the accreditation from My
Accreditations list.

The chapter(s) which contain the answer(s) requiring amendments will clearly be marked by orange color.

Questions in chapters will be marked with different colors:

‘mandatory questions unanswered valid for submission
Technical Part o o
1. Accreditation submission date
v 19/10/2020
I. ENCLOSED DOCUMENTATION FOR THE EXTERNAL SALES DATA CONTROLLER (product only)
7
Rl 11 OTHER ITEMS NECESSARY FOR TESTING

Comments ' 0
Rl 111. HARDWARE CHECK

Find the answer(s) and click on the number next to Comments to see the reviewer's comments.

12/3456789

Commentsm

[21 Oct 2020 09:24] Reviewer: Company TIN is in wrong format.

Add comment

Read the reviewer's comments carefully to know which amendment you need to make. If you need more
clarification from the reviewer, you can click Add comment and write your comment in the box. Click Add to save
your comment.



7/ Company TIN

12/3456789

Comments 1

[21 Oct 2020 09:24] Reviewer: Company TIN is in wrong format.

Add comment

Your comment

Once you know which amendment you need to make, you can just enter it in the answer box and click Save at the
bottom of the page.

You will notice that the chapter and the questions are no longer marked by orange color.

Technical Part

/' APPLICANT DETAILS

v 19/10/2020
I. ENCLOSED DOCUMENTATION FOR THE EXTERNAL SALES DATA CONTROLLER (product only)

L%l II. OTHER ITEMS NECESSARY FOR TESTING

LYl IIl. HARDWARE CHECK

1. Accreditation submission date

Comments [0

IVl 111-1. E-SDC shall be provided with following ports:

28 Company Address
Il IV. VISUAL VERIFICATION

IV-l. E-SDC shall have label firmly set on the outside of the cabinet indicating:

1600 Mulbery Road

M . viun venrcano |

v I

M e oG oF AuoiT PAGKAGES AND REGEPT PROGESSIG
v (ORI

Comments [0

v I 3. Company Ciy
LY Vil AUDIT
Littlewood

LY@l 1X. PROHIBITED FUNCTIONS

However, your application will still be in the Technical Amendments Required status. To submit your updated
answers, you have to click Submit for Review.

Accreditation Details

Product Name MarkESDC

Product Version 1.0

Manufacturer Code 10-0001

status

Submit for Review



The status of your application will change to Technical Amendment Submitted.

My Accreditations

Start New Accreditation

Accreditation Type Product Name Product Version Jurisdiction Status
ESDC E-ESDC 1.0 Technical Technical Preparation m
ESDC MarkESDC 1.0 Technical Details |

Completing the Technical Part

When all your answers pass the technical review successfully, you will receive an email notification.

TaxCore

Dear Adams Tony,

Your ESDC product MarkESDC, version 1.0, has successfully passed the Technical Review of the ESDC accreditation process.

The next step is to complete the Administrative Review process.

To begin the Administrative Review, please log in to the Developer Portal and select the jurisdiction(s) for which you wish to accredit your product.
If you have questions or need any help, please email our support service: taxcore.support@dti.rs

Kind Regards,

TaxCore Team

You can also notice that the status of your application has changed to Technical Approved.

My Accreditations

Start New Accreditation

Accreditation Type Product Name Product Version Jurisdiction Status

ESDC E-ESDC 1.0 Technical Technical Preparation m
ESDC MarkESDC 1.0 Technical m |

The next step is to open the application by clicking on Details and begin the Administrative Part of the
accreditation.

Technical Details


https://tap.vms.frcs.org.fj/help/view/2122614720/Administrative-Part

In this chapter, you are asked to provide basic information about your application.

Accreditation Type - the type of accreditation you are applying for

o Transferable - for applicants who plan to sell their product to taxpayers (i.e. to transfer the
accreditation to their customers)

o Non-transferable - for applicants who want to obtain the accreditation only for themselves (i.e. a
taxpayer who wants to accredit their POS solution and not to sell it to other taxpayers). This type
of accreditation can not be transferred to or shared with other taxpayers.

2. Contact person first and last name - the contact person throughout the accreditation process

Enclosed Documentation For the External Sales Data
Controller

In this chapter, you need to provide information about the documentation that you will attach to your application.
All questions are mandatory.

Product Description - it is necessary to provide a file with documentation or a website or documentation
link that explains your product to potential customers. Answering this question is mandatory in order to
confirm your credential as an applicant.

User manual for the operator - user manual for your product that explains how it is operated, as well as
the processes of remote and local audit.

Installation guide - a document that explains how your E-SDC is installed at a taxpayer's sales point.


https://tap.vms.frcs.org.fj/help/view/1083812087/Audit-Process

Managing uploaded files

After saving your answers that contain uploaded files, you have a couple of options for managing those files.

Review an uploaded file

If you upload a file in PDF format, you can review it by clicking View PDF.
2 User manual for the operator (cashier or shopkeeper), explaining normal operations in detail as well as local and remote audit instructions

Provide Answer Here

SmartESDC user manual.pdf View PDF

Choose File | No file chosen
Comments ' 0

A new tab will open displaying your uploaded document. You can navigate through all the pages by clicking
Previous or Next.

& Download € ds X Upload SDC Commands Status ® Logoff

TAXCORE # Prosole @ Developer Portal © Developer locations &8 Invoices &, Upload audit packages & Download Command
Server Time: 20062021 06.06:19

TAXPAYER PORTAL

SmarteESDC

User Manual

Download an uploaded file

To download a file, click Download next to that file's name.



User manual for the operator (cashier or shopkeeper), explaining normal operations in detail as well as local and remote audit instructions

Provide Answer Here

AN

SmartESDC user manual.pdf View PDF

Choose File |No file chosen

!

Comments 0

Replace an uploaded file

If you want to replace an uploaded file, simply click on the Choose File option for that question and select a new
file to upload. The documents will be replaced automatically.

28 User manual for the operator (cashier or shopkeeper), explaining normal operations in detail as well as local and remote audit instructions

Provide Answer Here

SmartESDC user manual.pdf View PDF

/

Choose File | No file chosen

Comments | 0

E-SDC Interface Display Options

In this chapter, you need to select how your E-SDC will display notifications to its users regarding the E-SDC
status, the success of regular operations, or smart card information.

There are three specific options:

 LED indicator light
« Display screen Pop-up notification
« Other (in case your product does not fit any of other categories)



Initially, all options are marked as mandatory (red color).

However, when you select at least one option and save the answers, the others become optional (grey color).

Items Required for Manual Testing

The question in this chapter asks you to confirm that you will submit a specimen of your E-SDC product for testing
purposes (along with any other necessary cable or hardware, if applicable).

In case your E-SDC is a software-based product, you can submit it via a download link in the textbox.

1. E-SDC Specimen prepared for examination (If software base please provide a download link in textbox)

Yes

Specimen wiill be shipped by DHL.

Document Reference

Cemments [0

2. All necessary hardware and cables required for installing E-SDC (if applicable)

Yes

Comments |0

Question 4 requires you to submit licenses for activating the E-SDC specimen in case it is software-based. Please

provide a download link for the licenses and a reference to the section of your user manual that explains product
activation.



4. Licences prepared for the activation of product (in case of a software version of E-SDC) ‘

Yes

https://www.smartesdc.com/licence/download

User manual - chapter 1|

Comments | 0

If your E-SDC is hardware-based, in question 4 just select YES and write N/A (not applicable) in both textboxes.

4. Licences prepared for the activation of product (in case of a software version of E-SDC) ‘

Yes

N/A

N/A

Comments | 0

Visual Verification

In this chapter, you need to confirm that your product has visible or easily accessible information about:

 the manufacturer

the serial number

« the software and hardware version (in case the product is hardware based)
« the software version (in case the product is software based)

You need to answer just one question, depending on whether your E-SDC is software or hardware-based.

When you save the answer, both questions will become grey.

E-SDC Operational Functions

Questions in this chapter refer to the standard operational functions of your E-SDC product. You need to confirm



that your product applies all the required functionalities.

NOTE:
You can check such functionalities under the following section and subsections For ESDC developers.

All questions are mandatory. You have to select YES for each question and provide a reference to the part of your
User Manual which describes these functions.

Real-Time Clock (RTC)

This chapter covers the implementation of real-time clock functionality in your E-SDC.

All questions are mandatory. You have to select YES for each question and provide a reference to the part of your
User Manual which describes these functionalities.

E-SDC Logging

Questions in this chapter refer to the error information your E-SDC product is required to log. You need to confirm
that your product applies all the required functionalities.

All questions are mandatory. You have to select YES for each question and provide a reference to the part of your
User Manual which describes these functions.

Audit

Questions in this chapter refer to the manner in which your E-SDC handles the audit process in general.

You must select YES for all questions to confirm that your E-SDC works in accordance with the section Audit
Process in Technical documentation for E-SDC vendors.

Also, make sure you provide reference to the section of your user manual that explains how your E-SDC performs
these functions.

Local Audit


https://tap.vms.frcs.org.fj/help/view/730220856/For-ESDC-developers
https://tap.vms.frcs.org.fj/help/view/1083812087/Audit-Process

Questions in this chapter refer to the manner in which your E-SDC handles the local audit process.

You must select YES for all questions to confirm that your E-SDC works in accordance with the section Local Audit
and Proof of Audit in Technical documentation for E-SDC vendors.

Also, make sure you provide reference to the section of your user manual that explains how your E-SDC performs
these functions.

Remote Audit

Questions in this chapter refer to the manner in which your E-SDC handles the remote audit process.

You must select YES for all questions to confirm that your E-SDC works in accordance with sections Remote Audit
and Proof of Audit in Technical documentation for E-SDC vendors.

Also, make sure you provide reference to the section of your user manual that explains how your E-SDC performs
these functions.

Persistence of Audit Packages and Invoice Processing

Questions from this chapter refer to the manner in which your E-SDC product fiscalizes invoices and creates audit
packages.

You need to confirm that your product works in accordance with the requirements as described in section
Standard Operation in technical documentation for E-SDC vendors.

All questions are mandatory. You have to select YES for each question and provide a reference to the part of your
User Manual which describes these functions.

Digital Signatures

Questions in this chapter refer to the handling of digital signatures and creating a unique verification URL for each
fiscal invoice. You need to confirm that your product applies all the required functionalities.

All questions are mandatory. You have to select YES for each question and provide a reference to the part of your
User Manual which describes these functions.


https://tap.vms.frcs.org.fj/help/view/437565918/Local-Audit
https://tap.vms.frcs.org.fj/help/view/437565918/Proof-of-Audit
https://tap.vms.frcs.org.fj/help/view/437565918/Remote-Audit
https://tap.vms.frcs.org.fj/help/view/437565918/Proof-of-Audit
https://tap.vms.frcs.org.fj/help/view/997013262/Standard-Operation

Prohibited Functions

Questions in this chapter refer to the prohibited functions which must not be enabled by your E-SDC product. You
need to confirm that your product applies all the required functionalities.

All questions are mandatory. You have to select YES for each question and provide a reference to the part of your
User Manual which describes these functions.

SDC Analyzer Results

Questions in this chapter ask you to upload the results of testing your E-SDC product with the SDC Analyzer Win
App.

Administrative Part

To begin the administrative part of an E-SDC accreditation, log in to the Developer Portal and open My
; ations.

Starting the administrative part

This is the part of the process that allows the applicant to issue a new administrative accreditation for the type of
product the applicant wish to accredit.

Find the product you wish to accredit and click on Details.

NOTE:
The status of your application for this product must be Technical Approved.

My Accreditations

Start New Accreditation

Accreditation Type Product Name Product Version Jurisdiction Status

ESDC E-ESDC 1.0 Technical Technical Preparation
ESDC MarkESDC 1.0 Technical

A new page will open displaying your answers from the technical part. To start the administrative part of
accreditation, click Apply for Additional Jurisdiction in the information box at the top of the page.


https://tap.vms.frcs.org.fj/help/view/1557213754/SDC-Analyzer-Win-App
https://tap.vms.frcs.org.fj/help/view/166288015/Developer-Portal
https://tap.vms.frcs.org.fj/help/view/1396132764/My-Accreditations

Developer Portal

) Overview / X Resources / “A’DevESDC / = My Accreditations

Accreditation Details

Product Name MarkESDC
Product Version 1.0

Manufacturer Code 10-0001

status

Apply for additional jurisdiction

A new Jurisdictions page will open where you select a jurisdiction from the drop-down menu and click Apply for
this jurisdiction to confirm.

Jurisdictions for Accreditation

Available Jurisdictions Apply for this jurisdiction

*Select one jurisdiction now, and you will be able to apply for

NOTE:

If you wish to apply for more than one jurisdiction, don't worry. You just need to select one option at this step and
will able to add more jurisdictions later (more information below).

An application for the administrative part will be added to your list in My Accreditations, with the status
Administrative Preparation.

My Accreditations

Start New Accreditation

Accreditation Type Product Name

Product Version Jurisdiction Status
ESDC E-ESDC 1.0 Technical Technical Preparation
ESDC MarkESDC 1.0 Technical
Fiji Administrative Preparation m

Adding additional jurisdictions

To an additional jurisdiction for administrative review, you need to return to the Technical Part of your application.
Click Details to open this part of the application.

ESDC MarkESDC 1.0

Technical Technical Approved
Fiji Administrative Preparation m



In the information box on top of the page, you will see your previously added jurisdictions already listed. To add a
new one, click Apply for additional jurisdiction.

Developer Portal

& Overview / % Resources / “A’DevESDC /| = My Accreditations

Accreditation Details

Product Name

MarkESDC
Product Version 1.0
Manufacturer Code 10-0001

Administrative Part Status:

| Apply for additional jurisdiction |

Select the desired jurisdiction from the Available Jurisdictions menu and click Apply for this jurisdiction.

Jurisdictions for Accreditation

Available Jurisdictions Apply for this jurisdiction

*Select one jurisdiction now, and you will be able to apply for acc

The newly added jurisdiction will appear on your list of applications in My Accreditations.

ESDC MarkESDC 1.0

Technical Technical Approved

Fiji

Administrative Preparation

Samoa Administrative Preparation

Details

L

Page design

The top of the page contains an information box with basic information about your accreditation. There is a
button for submitting the administrative part of your application (for that jurisdiction) for review.

NOTE:

The Submit for Review button is not clickable until you answer all mandatory questions (marked by red).

Accreditation Details

Product Name

MarkESDC
Product Version 1.0
Manufacturer Code 10-0001
Jurisdiction Fiji

Status Administrative Preparation

*To submit the application you must answer all mandatory questions and make required amendments.



Questions are divided into chapters. The chapters are displayed on the left side, while on the right side you can
see the questions from the selected chapter.

Questions in chapters will be marked with different colors:

questions require amendments

Fiji Administrative Part . .
1. Fiji Admin Question
X Fiji Admin Review —
LYes

Comments [0

Saving your answers
When you finish answering the questions from one chapter, you can save your answers by clicking Save below the

question(s).

Click here for more infoNOTE:
If you proceed to the next chapter, navigate to another Developer Portal page, or log off before clicking Save, will
still be saved automatically.

1. Fiji Admin Question

(JYes

Comments 0

*Changes are automatically saved when you navigate between question chapters even if you don't click the Save button.

Color explanation

Developer Portal uses colors to mark chapters and questions that are mandatory or require applicants' attention:

Click here for more info
Chapters/questions marked by RED color are mandatory, i.e. they have to be answered

« Chapters/questions marked by ORANGE color require amendments from the applicant. They receive this
color when an application reviewer requires additional information from the applicant or a change of the
provided information. These questions are usually followed by the reviewer's comment.

 Chapters/questions marked by GREEN color are ok, and they can be submitted.




There is a color interpretation line above the questions that you can use to remind yourself about the
colors' meanings.

Questions in chapters will be marked with different colors:

mandatory questions unanswered questions require amendments valid for submission

Submitting Administrative Part for review

Only when you answer all the mandatory questions, the Submit for Review button will become active.

Click here for more info

Accreditation Details

Product Name MarkESDC

Product Version 1.0

Manufacturer Code 10-0001

Jurisdiction Fiji

Status Administrative Preparation

Submit for Review

When you click on it, the administrative part of your application for accreditation will be sent for review.

NOTE: If you want to apply for more than one jurisdiction, you need to repeat this process for each jurisdiction
individually. The technical part of your accreditation is reviewed once for all jurisdictions, but the administrative
part is reviewed individually for each jurisdiction.

Completing the Administrative Part

When all your answers pass the administrative review successfully, you will receive an email notification.

Click here for more info



TaxCore

Dear Adams Tony,

Your ESDC product MarkESDC, version 1.0, has successfully passed the Administrative Review of the ESDC accreditation process.
The details of your accreditation process will be forwarded to the Technical Committee for final review and confirmation.

You will receive an email informing you about your next steps.

If you have questions or need any help, please email our support service: taxcore.support@dti.rs

Kind Regards,

TaxCore Team

You can also notice that the status of your application for that jurisdiction has changed to Approved.

ESDC MarkESDC 1.0 Technical Details

Fiji Details

Samoa Administrative Preparation Details

This means that the administrative part of your accreditation for this jurisdiction was reviewed positively. However,
at this point your product is not accredited yet.

After successful technical and administrative review, the details of you your applications are forwarded to the tax
authority's Technical Committee which decides whether to grant official E-SDC accreditations for each jurisdiction.

Partners-Resellers

If you aren't the manufacturer of the product which is being accredited, but are acting as a Partner or a Reseller,
here you need to provide the details of your partnership/agreement with the manufacturer.

This section asks you to define whether you are a Partner or a Reseller, as well as to confirm if you are authorized
to modify or customize the software.

Type of E-SDC

In this chapter you need select the type of E-SDC you wish to accredit.

There are three specific options (Hardware based, Software based and Internal E-SDC (POS and E-SDC
combined)) as well as the option Other in case your product does not fit any of those categories.

NOTE:



Initially, all options are marked as mandatory (red color).

However, when you select at least one option and save the answers, the others become optional (grey color).

Installation of E-SDC

In this chapter, you need to select the manner in which you plan to install the product for your customers.

There are three specific options:

« On-Premise

« Cloud Service

- Self-installation

« Other (in case your planned installation does not fit any of the other categories)

Initially, all options are marked as mandatory (red color).

However, when you select at least one option and save the answers, the others become optional (grey color).

E-SDC Connection Types

In this chapter, you need to state the type of connection between your E-SDC and taxpayer's invoicing system
(POS).

There are three options:

» Wireless (Wi-Fi)
« Ethernet/IP (HTTP)
« Other (in case your product does not fit any of the other categories)




Initially, all options are marked as mandatory (red color).

However, when you select at least one option and save the answers, the others become optional (grey color).

Supported Operating Systems

In this chapter, you need to select the operating systems your E-SDC product can work with.

There are seven options:

* Windows

¢ Linux

« Android

- i0S

* macOS

Embedded

Other (in case your connection type does not fit any of the other categories)

Initially, all options are marked as mandatory (red color).

However, when you select at least one option and save the answers, the others become optional (grey color).

Becoming Accredited for E-SDC

If the tax authority's Technical Committee reaches a positive decision during the final review of your application,
your E-SDC product becomes accredited.

You will receive email notification of the successful accreditation.



TaxCore

Dear Adams Tony,

Congratulations!

Your ESDC product MarkESDC, version 1.0, has successfully passed the ESDC accreditation process.
The Technical Committee has confirmed the accreditation after their final review.

If you have questions or need any help, please email our support service: taxcore.support@dti.rs
Kind Regards,

TaxCore Team

You can also see that the status of your application for that jurisdiction has changed to Accredited in My
Accreditations section on the Developer Portal.

My Accreditations
Start New Accreditation
Accreditation Type Product Name Product Version Jurisdiction Status
ESDC E-ESDC 1.0 Technical Technical Preparation "
Details
ESDC MarkESDC 1.0 Technical m
Samoa Administrative Preparation -

Details


https://tap.vms.frcs.org.fj/help/view/1396132764/My-Accreditations

